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LAN board

CITIZEN SYSTEMS

HOME | STATUS | CONFIG

Logout

Welcome

= Click STATUS to show LAN board status.

= Click CONFIG to change the setting of LAN board.
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® I/F Board
Information

@ ERIENZ AN LT, @{ IF5-EFX1(Rev1.1.3): Ver 1.07

@ AAVE—T1-AR—FORE N—FII7IEY systen
v, J7 _Arjlyﬂ_:jay—c-j-o @ LAN Board Name : Net Printer
. Serial Number : 100123
Q@ EFAVH—=TJ1—AKR—RDIATLIEFRTI . LAN MAC Address : 00:01:02:0a:0b:0C

— k&, VUPINES . MAC 7 RLABEIRIEN

Current Network Status

gsj'o IP Address : 192.168.0.2 (DHCP)
; @ Subnet Mask : 255.255.255.0
@ ERAVA=T71—AR—RFORYFI—DEHRTT, Gateway : 192.168.0.1
® A—HRYMERTT. /-9y CEKINTL DHCP Server — : 192.168.0.1
BEEICHRIENET, ®{ Ethernet Status
Speed & Duplex : Auto (1@@BaseTx Full)

® TUVE-EHRTT . RAVE—T1—AR— RICHE

HENTVBTUVI-DA-N—%& . BANEIRIE Printer Status
® Manufacturer : CITIZEN
nEy, Model : CL-5520
@ 2&4‘/&_71_7\7‘-{'_ FG)EQE H#&_Clj—o *’fyg User Configuration
— 71— AR— RICHE SN TVB R E &R ENR DHCP : Enable
IP Address : 192.168.0.10
SNTHEN. BAEDRY M- DOEBIKEBEGE T Subnet Mask : 255.255.255.0
> 18 " £ 1 Bk N _ Gateway : 192.168.0.1
B3GEENHNFET, BEFKEL. @ORYID brint Port . 9100
llﬁgﬁ‘cﬁgb [_,‘C(f' gL\ Receive Timeout : 180
SSL/TLS HEEDEEEIF|R TT o SSL/TLS
Certificate : Disable
Self-Signed : Not Exist
CA-Signed : Not Exist

/_\/
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UK, 13-3 1V3—J1—AN— FOEREF|MZENRITS 1 (12 R—U) 2EZS,

3) TIVA—ICPDEATEREMENESIZL, Web YRX—Iv THIR LAN DFREEITVET,
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FELCIE, T4 Web ¥ —Tv | (16 R—I) ZTELZELY,
Web Y% —JvDHRDODIC, Windows FIDFY FI—DEEFE V—IL NetToolK ZHFEVECEL TEEY
SEHALCIE. T5 NetToolK 1(28 R—INEZELIEELY,

B EE P 7RLAREISES
LEDOFIEE 2) DEHFTEVHHET , DHCP TEHENEGLEB VS, KA UA—TJ1—AKR— FOD ZeroConf
BEBEICED. 169.254.XX.YY (XX.YY [FIRBCLNELBNFT) D IP 7 RLANEINETONET, /IRILRAVE
U, BREFRRZEFRULUT, BB ToNL IP PRLAZHERLET,
BFEVNDPCHIP 7RLARAETILELTTIVA—D IP 7 RLAICHER CEDLOICLET,
LUREOFIEE. LFED HLUREERUTT,
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RAVE=T1—AR—FICIE Web IR—IvERFIENSHBENHEDOTHN. Web TSV D DR VE—T1—AR—
RICHE#EL, T50Y ETERAVA—D1—AR— FOIREHER LR ELEEET SN TEET,

4-1. Web ¥ f—o v ZiREIT S
Web 750507 RLARRICEKA VA—J1—AR—ED IP P FLAZ A A LT, TEnter ] ¥ —%#ULET,

SSL/TLS #eENHIDIZE (L. https THIEHR CEET,

€ hitp://192.168.0.10/ - Windows Internet Explore X EROEEEIHUINTT, AATE P 7RLAG

KRR L TONTEZA S LTS,

@) http://192.168.0.10/

+ TEROD PC ERAVE=TI—AR—FOFRY I —DRENE 2 TVEBIMES . RAVF=T1—AR—F
DR EEEERT CEFEN KA VI—TI—ARN—RD IP PFLAZCHEADRY I -DDHREICED
BTLED,

© KAVB=T1—AR—FD IP 7 RLAR, T4 V3—T1—AR— RO EHRZENRIT 2 I THRTEET,

Web YR —JvEIEERR
Web YR— v LA TOEE. 37 DERKICHTVET,

—1— HOME E&

= STATUS [E[{@f =T System Status %7
= Network Status %7

= Printer Status %7

= Service Status 87 X1

= CONFIG EE =1 General 37

—— Service 87 %1

— SSL/TLS 87 %2

User Account 57

— Maintenance 47

X1 XML- B D25 I Esae N (E 2 3154 . STATUS EEIC Service Status 47, CONFIG [EE NIC Service
TN ET,
X2 SSL/TLS #gEh'E 2 2154 . CONFIG EEMAIC SSL/TLS 37HHEFT,

XML ##E(Service ANIDNTIE. M6 XML H#EE1(36 R—3), SSL/TLS HEBEICDLVTIZI7 SSL/TLS H#48E ]
(38 R=INES IS,
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4 Web ~vF— v
1
4-1-1. ERER (AR— K 77 —L9 7 v1.19 L)
#ERERHE CONFIG BECEEE/SAT— FERETILENBNET ., BER. DI VBRI RRENE
3-0

Update Password.
You need to update LAN board password as this is your first time logging in!

Update Password

New Password [ ] 1-15 letters[max.]

Confirm New Password I ] 1-15 letters[max.]

New Password / Confirm New Password

KAVA=J1—AR— FTEALVEVEBRE ) AD-FEANLET, (FARKT 1~15 XF)
I'Submit |{RA Y

EEE)AT—FEAALT, TSubmit IRAVEDIYILTUIZEN, O/ VEEEZRTULES

EE
RELZNAV-FEENLZ A, MHAKRECRTVENHIET, (FMIE 3-4 1 V3-T1-AR—-FDE&
EEMHREICRT 2SRLTELELY)
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4. Web v 3 — %
|

4-2. HOME E @
Web ¥%&— v HOME EE TY,

© @ ®

LAN| board CITIZEN SYSTEMS

HOME | STATUS | CONFIG = ——————— @

Welcome

= Click STATUS to show LAN board status.

= Click CONFIG to change the setting of LAN board.

Copyright @ 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.

@® THOME}]
HOME EiEZz&RRLET,
@ TSTATUS]
STATUS BIE &R RLET . AT—HARABEE Cld. K1 VA—J1—Ah— FOREERER T IENTEET,
® [CONFIG]
CONFIG BIEmERRLET , BREEE Tl KM VFI—TI—AR— FDREZITICENTEET,
@ TLogout]
A4 VR—71—AR— K0 CONFIG BIEh LAY 7Y FLET , BIEFICELOD PC H 5 CONFIG BIEICASC

,—=

EIFTEFBALDT, BID Web YR—Uv P NetToolK” CEREEITIBSICIE. OF 79 T ZRELRHIFET .




4 Web w3 — v

4-3. STATUS &M
RAVB—J1— AR — ROREERTLET,

) @ €) @

CITIZEN SYSTEMS

HOME | S|JATUS | CONFIG

.. SystemSiatus Network Status Printer Status Service Status

Firmware Version: 542

Elndnl Mamnn e

1 TSystem Status 47

[4-3-1 STATUS>>System Status 471 (20 R—3) &S
@ TNetwork Status]47

[4-3-2 STATUS>>Network Status 871 (21 R—3) &5
@ TPrinter Status |47

[4-3-3 STATUS>>Printer Status 37 1(22 R—3) 258
@ TService Status 47

[4-3-4 STATUS>>Service Status 87 ](23 R—IJ) &SR
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4. Web v 3 — %
|

4-3-1.STATUS>>System Status % 7

System Status Metwork Status Printer Status

Firmware \ersion: 542

Model Mame: IF2-EFX1 ® @
Serial Number: 1000123 @
MAC Address: 00-11-E5-07-66-25 @
Raw Port Number: 9100 @
Timeout for print data: 180 ®
LPR Queus Name: Ip @
UPRP: Enable

@ Firmware Version
A VR—=T1—AR= RDT7— LI 7 N—VaveR=LET,
@ Model Name
KAVH=T1—-AR—FORIFEERRLET,
@ Serial Number
KAVRI=T1—=AR— RO V)P NEBTERRLET,
@ MAC Address
AAVE=TI—2AR—RD MAC 7 FLAERRLET,
® RAW Port Number
RAW EHIOD TCP iR— hESERRLET .
® Timeout for print data
ENRIEE DV Ty b4 L7 M ERRUET . FIRIOBRIC, IRARED TCP/IP Yy iGN TS K
RET. —ERMEL L RA M ST -ANEE SN BHon, SRFIMIICY Ty beDO—XY B34 L7 MEsE
TY, "0"DIFEICE A1 LTI T, RA OOV ERNHBZETY Iy MIEHRSNZFEFICHNFET,
@ LPR Queue Name
LPR ¥1—&ERRLET,
UPnP
UPnP DR EIRREERTLET
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4 Web w3 — v
|

4-3-2, STATUS>>Network Status 2 7

System Status Metwork Status Printer Status
LAN board name: Met Printer @
IP Address: 192.168.1.101 (dhcp) @
Subnet Mask: 255.255.255.0 @
Default Gateway: 192.168.11 @
DHCP Server: 192.168.1.1 @
Lease Time: 86400 seconds @
SSLTLS: Seli-Signed @
Self-Signed: Exist
CA-Signed: Exist @

D LAN board name
AKAVR—=T1—AR—RD LAN IK— R ZHRRULET,
@ P Address
KAVRI=T1—AR—RDIP 7 FLAZRRLET,
@ Subnet Mask
RAVB—J1—AiR— FD Subnet Mask Z&RRLET
@ Default Gateway
A VR=T1-2AR= RDTIHI M= bIT4ERRLETS,
® DHCP Server
RAVA—=T1—AR— D 1P 7 FLAZER{G LI DHCP =)A= IP 7 FLAERRLET,
® Lease Time
DHCP H—N—mnENEToNRZIP 7 FLAD) - AR ZRRLET,
@ SSL/TLS
SSL/TLS #EEDIKEEZERRLET .
Disable : #&%h
Self-Singed: E(HCERAE2FEMA)
CA-Signed: H#N(CA ELFIREZHER)
Self-Signed
BEELMAEOZHREEZRRLET,
@ CA-Signed
CA ZEZIAZENEHFREBEZRRLET,
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4. Web v 3 — %
|

4-3-3. STATUS>>Printer Status 2 7

System Status Metwork Status Printer Status
Manufacturer: CITIZEN @
Printer Model: CL-5531Z @
Printer Status: Ready @

@ Manufacturer
CITIZEN ERRLET,
@ Printer Model
KAVRI=T1—AR— FOEBL TR TV A- DRI BERTLET,
@ Printer Status
KAVB=T1—AR— FHEB LTS TV A-DEMERIRERTLET

Ready: F I =T /g
Offline : ENR 7~ 7T Re
Paper Empty: F#ftIn
Error : I5—iKEe

GEE) KAUI=J1—AR—RICEHINTB TIUA—D Windows DFYVA— KA N—DR AR R—FeHE
PCLTWBIGEEICE, TVVA—AT—AANE L RTENF B, CDFE(E. Windows AT—5— LT
TUUR—DIRREE CHESRCE SN,

22



4 Web w3 — v
|

4-3-4. STATUS>>Service Status 2 7

System Status Network Status Printer Status w
Service Version: 20 (‘D
Port Number: 3080 @
Service Version: 1.0 @

@ Service Version:

XML Print #BEDY —EAN—-YaVERTLET,
@ Port Number:

XML Print #8ECERTS TCP R— MESERTLET,
@ Service Version:

XML Config #4BED Y —EAN—JavERRLET,




4. Web v 3 — %

4-4. CONFIG Em
EWEI—HF—TOTIYLTHD, RS VA—TI—AK— FOBREETIENTEET,

User Name | ©)
Password @
® @
@ User Name
RAVB=J71—-AR— FOEBEI-F—LEANLET, FIHAE: admin)
@ Password
EEEI-Y-O)ISAT—FEAALFET, (FEA{E: admin, Ver1.19 LIFEIZ)ISAT— REEEICHRET I
ENHBNFET,)

@ TLoginlikaY

EEEI-Y-F. NAT—FEAALT. MLoginliRAVED D LTSN, REBEBZRRLET
@ TcCancelJiRBY

BREEEORTEFYIEILLET,

@ @ ©) @ ®

LAN board

HOME | SIATUS | CONFIG Logout

Service SSLILS User Account Maintenance

LAN board Information

LAN board name

Net Printer

15 letters[max.]

TCPIP

@ TGeneral]37
l4-4-1 CONFIG>>General 7 | (25 R—3) # S
@ TServicel57
[6-2 CONFIG>>Service 87 1(37 R—Y) &SR
@ TssL/TLS187
[7-2 CONFIG>>SSL/TLS 371 (40 R—I) &S 1R
@ TUser Account 37
[4-4-2CONFIG>>User Account 57 | (26 R—Y) &S 1R
® TMaintenance |37
['4-4-3 CONFIG>>Maintenance 87 1(27 R—J) &SR
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4 Web w3 — v

4-4-1. CONFIG>>General 4 7

—EnErA User Account Maintenance
LAN board Information

LAN board name |Net Printer | 15 letters[max.]
TCPIP

@ Obtain an IP Address Automatically

) Use the following IP Address

IP Address 192.168.10.100 15 letters[max.]
Subnet Mask 26526626560 15 letters[max.]
Default Gateway 192.168.10.100 15 letters[max.]

UPnP Setting

UPnP @ Enable ©) Disable

Raw Port Number 9100

Timeout for print data 180 0-65535[Seconds]
Action at Timeout @ Close all sessions () Move to next session
TCP Keep Alive @ Enable () Disable

LAN board Information
LAN board name (#]#A{E: Net Printer)
RAVB—TI—-AR—FOBHBERELET,
TCP/IP
Obtain an IP Address Automatically (FJHAE)
IP 7 FLA% DHCP H—N-hoBEERFLET
Use the following IP Address
IP 7 RLA%TIP Address |l Subnet Mask 1l Gateway |[CA HSNTERARTEELET,
UPnP Setting
UPnP (#)HA{E: Enable)
UPnP &82%E LET
Print Settings
TV —DEIRI#REERELET
Raw Port Number (#)HA{E: 9100)
RAW 7O FJLENRITO TCP R— MESERELET,
Timeout for print data
INAY OV EDEERGIA LT MR ERELET .
Action at Timeout

Close all connections, Move to next connection DHIh D, RAMIIVEDE TAS L7 MRFELREE
D/EDIRD 3V DINIBEERLET,

25



4. Web v~ —2 %
TCP Keep Alive
TCP Keep Alive HREZ B RNICT SN ERTELET
['Submit |h3Y
BHEERBRULET,
[Reset N3
ABLERBEFYIRILET,

4-4-2. CONFIG>>User Account & 7
KAVR—=D1—AR—RFOERTEELEETRICE. BEEETOOTA VKB ETY, COE@E ClE,. BEE1I-Y -2
ENAD—REEETRENTEET,

General User Account Maintenance
Mew User name admin 15 letters[manx.]
Mew Password 15 letters[manx.]
Confirm Mew Password 15 letters[manx.]

Set User
New User name (#)EA{E: admin)
FLLWEBEI-Y-RBEAHLET,
New Password (#JEAfE: admin, Ver1.19 LIEIZNAD— FEEECEHETILHENHDFT . )
FLLWIAD—FEADLET,
Confirm New Password

BE. AD-FEAALET.

EE
EELEI-Y-RE)ATV-FeRNG A, MERRECRTRENGDET, (FHMlld 3-4 1V3-T1—
AR— FORFEENHREICRT 2SRUTZSLY)
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4 Web w3 — v
|

4-4-3. CONFIG>>Maintenance %2 J

General User Account . Maintenance

Save & Reboot
Reboot

Factory Default

Firmware Upgrade

Save & Restart ]R3V

EEULZREABERELT R UA—TJ1—-ARN—FeBEBLET,
Reboot |3

EREULBRENBERFETC. KM1V3—TJ1-AR—FEBEELET,
lFactory DefaultJih3>

RAVA=T1—ARN— FOEE M HARFDKREICRLET,

[Firmware Upgrade I[N

KAVR=T1—AR— RO T7—LII7&E7VTT—bLET,

27—LOI77vIT—k

General User Account Maintenance
Mew Firmware File ZHE
D ISR IRNIVEDIYILT, I7— L7771 V& EIRLET,
2) TWrite JINRVEDYDLET,
FE
27— LoI707v7T— beRtRE. 7V T MIRLICK T T5FETlE. TUVA—DERVIEPEE VI it
RHTEEZ TS,

I7—LOIT7D7YIT— M eiTIE AR A LNELWVI7—LAVIPT—AEAFTILENHNET .
T7=LOIPD7YTT— MIELKITONBIMES . R UA—-TJ1—AR— FHEEI LB M REEN HDET .
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5. NetToolK /

Windows L CENMETS1—T4UT14Y T NetToolK | &EST, KA VA—TJI—AR—FORELEEZTHENT
FFET, AMEEBROTAD LAN 1 3—J1—AR— RICEZZY—-ILTT,
RAVA—=T1—AR— FTIEELR LAN (ZBEERHDEBAN, ER LAN OFBHAZEATLET,

5-1. NetToolK #4 VX F—JLT B
1) CD-ROM %zt WEB h'io A F U7z NetToolKSetup.exe I1ZH TILDYYH LTSN,

2) MA-Y=710V Ml B ENRRSNSGEL. [EITIZD )Y LTS,

3 EOEENRTINET, RAIEDIYIL
TS, CITIZEN NetToolKRMInstalishield -4 - kAL3CE
TnstallShield (R) %24 — Fi. Z1BRAOLE -2 CITIZEN

;J%tToolK FALA R LLET GRAIEMROLT, BfTLTE
¥

i CO70YSLE. FIRERL LUEMRE ST
ENTOFET.

<Es0E) |[Laam)> [ ot |

4) 1-—HY—-REFRBEADLT. A IEDY)Y [
HUTLESLY, 2t

TEHREA I LTI

-
I

FiR(0):

Installshield

[ <ma@ | en)> ][ #eebn |
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5 NetToolK

5 HBOBEENKRTINET, RAIEDUYIL
ia-o

6) BAOEEHNRRINET . [1VArILIED
Dy LTLRELY,

7

SETIED)YILT AVAM-IVER T LE

ERS

) CITIZEN NetToolK - InstallShield Wi [

A2 A= ILFED TS

SO AR IEBIREL. DRA B AL TS . ElJijwL&[d
LAR-ILEREEE. TEEEM vl T, L

CITIZEN MetToold (22 b—Jl.5:

C:¥Program Files¢CITIZENSMet Tooll¥ EHE(C)...

InstallShield

]

[ <ma@ | mn)> | [ Fvobn

1 CITIZEN NetToolK - InstaliShield Wi [

FOUFLE AN TR RNT EELE
DR A A -V ERE T DR T EFE L.

T2 AR B OLT, A2 AL ERRIE LTS

1A IWEREE SR L EE TSRS, TR MU TE, TRl ZILED
Uobdde., D -FER T LET.

InstallShield

[ <@ JAoar—nm ] [ Fete |

1 CITIZEN NetToolK - InstaliShield Wi [

InstalShield ot —FEFE T LELE

InstalShield f.etf — (3. CITIZEN NetToolk EEMCA 2
bl TRET IRMwhLT, o — PRI TLTIRE
A

Launch CITIZEN NetToolk

< 55(8) Al
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5. NetToolK
|

8) PC BREV-IEBLET, [VATL
TIAT1-TRTUET, i

f) LAERH /b eb SO TERE @ LAN o —FOEEE

SATL Y- ANLT

9) PC OTADMTLEICEDTAIVHEEESN

F9, REILIE. PAaVESTIVDUYD LT, @
B]mLET. NetToolK
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5 NetToolK

5-2. fFH ') X MEE

TE

@ TYATLI
TYATL)—T# T IAZ1—: NetToolK & T LET,

@ TY=lb)
MY—)b]—TE’RFEIAZ1—: LAN A UR—TJ1—Aik— FIEHR
ORTFUNBEZEHELET, [LAN K- FiEHRERFT
BI1EFIVDTBE. TOLSIC LAN 4 V8—T1—AR— FD
BEIRBERTTIENTEET,

[= LAN Setup Tool - & ‘ [

Lan R —F ORI IS

(o [(Feren] |

plaliE]

YRATA Y-l AL

O varmms @) v 550y TE % LAN = OB

B tuct Printer - 1921661, 100
- L Net Printer 3\
B LAN R — iR
* TFEFIWHE
. F1542

&

H * VUTILES: 1000123
P e e MAG FELZ:00-11-5-07-66-25
B8 TOPAP 2F—42
L b s P PFLAL 1921681100 (Static IP)
L e TR PRI 665255.0

coe @ S —zf1102168.1.1
<o @ DHOP Hr—4i—:0000
: ® L)—A858: 0 second
B ¥ EER LAN AT -8
* S3ID: appo-1234
* BSSID: CLIGAZG7614B
. FeFLEE:0
. RS FALISASTF
all U :
all 15 Ex
* f2al)F 1 UPAL-PSK J

LAN 4 8—=J1—AKR—F
NIk RE
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5. NetToolK
|

Q@ AT IAZa—
TANTI—TNN—=Ia ERIAT1—: NetToolK DIN\—JaVEHRERTLET,

@ TYRREBEHFIRIY
LAN 4 A—=J1—2R—RO—EBZE#HLET, EFHMIC. 7TUT—2aV TEHOLENITHNTOETH.
FHC—EEEHULLWMGSIERLET,

® TWeb IS OHTERE IRIY
HELELY LAN 41 U8—J1—AR— RF&EEIRLT, [Web TIUHTEREIRIVED VDT RE, TI9HHHE
LT, Web YR —UvERTRULET,

® TLANK—FOFRE IRSY
RE LM UA—J1—AR— FEER LT, TLANKR— FDERE IRIVED VDT EE, 5-3 B EEmE (33
R=I)eR~LET,
AN—RDT7—LOI7DN—-Yavh Vv 119 LIBROIZE . COMEEZRRCTBICIE Web Ix—IviERAT
A-Y—1A0—-ROBEETILENHVET,

@ LANAYVA—J1—2AR—F—&
KYRT=DE([THELHLTLS LAN A V3—J1—Ah— FO—EERRULET, R—9 TRV MRICEGK LTS
LAN 4 3 —=J1—2Ah— FRRRSNFET,
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5-3. EXEEIE

DAF—EBEE T, LAN 1 3—71—Ah— FZEEIRL T, TLAN R— FORE IRV ED)YDTBE, LAN 15—
J1—AR— FDREEITIENTEET,
AiR—RFDT7—LII7DN—=Tavht vV 1.19 LIBEOISE . EREDRIC Web YR—IrEHTI—H—-)IAD—F

DREEITIDHENHBIET

AJAVE@ET., 1-Y -2 AD-FEAALT. AT1VLT

&L,
1-Y—% FHAE: admin
NAD—F #HAE: admin

(Ver1.19 LIZZ)SAD— FEERICRETILENHNES . )

5-3-1. T2fg) 27

[£f%137TF. LAN iRn—F& . IP PELAD

TLET,

5-3-2. TELZLAN] 27

REE

ME4R LANJATTIE, EER LAN O EE1TVET,
(COHTIE. BHE LAN 41 U8—J1—AR— RTIE

RERSNFEN,)

5 NetToolK
|

.
Login to Net Printer [

= 1-4-&:|
5@.&
ST

[ 051> | | #evtl |

2@ mgleN | 7oran [ 2-w-zmot [weaa

 LANTR =M O 1R
g:l Fuh0 =0 EoSu A Lan R -REBRIT AL 00 BAEIEELT Y.
LaM =t 5 i 15 FLIR(F AR
—TCRIP DERTE

L RED IPFELA: 1921651100
© FPFL 288 CERE TS
O ROFFFL 2FHES

PPEL2 [z 1ee 10 100
Ydreh a2 @ om0

FJalbH b | 15 e 10 10

[ veer |[ @A ][ Rud |

AL | ora [ 1-n-pienk [sssa

— HELAND AT
?1 ]
S5ID CITIZENSYSTEMS
FyurLES
%2071
[ ek || mm ][ FuE |
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5. NetToolK
|

5-3-3. I'Zarajl 27

-- - PR et
rFO0rLIBTTIE LPR OB TS . RAW
2 | maloN| F0RI [1-y-prnk [aorria
JORDEZ . ESh, TUD MM LT MR, |
A% LAN BEEHOE. B, UPnP 1 B
OHI MAERET BN TEST, R
(B} LAN OIZEE. TH#R LAN ZEBET 31 TCP-hES: 9100
ERENFLAL) Db ATATORERE: 180 0-p5535RY]
HiBLANHESTZ
UPRPEEIIC T2
[ ueet || @A [ Bua |
3.4, T1—4— : ‘
oo IR 3T PR =)
r:l_—"j'—?j]'j) |‘J’5‘7_C"(EL %IE%% ~ ,(7\9_ P |§3$&LAN I0RI | AP |
FEEET BN TEES, e
LD —H -5 1B LI AT
N HLLy AT -
FE LD —R O 1
EELEI-Y-REIAT-FEENEE.
VRS EICRTBENHNET, (FEHIE
3-4 41 VR—J1—AR— RO E ¥ HIRREICRT
S HRLTESLY)
5-35. [AVTFVR) BT (@ M ===
TAYTFFHYAIRT Tl LAN 4 U8—J1—AR— K e® | malan | soran [ 1-topmnt | TR |
2 REEADZRELEE, J7— 7 | =2
NERH), NEPREANDRELER, J7—LII] D orams
DEFEITHIENTEET,
:I:Er_ 18 THREREHE TS
IJ7—LOI707v7 T efRE. 7y I T—F
N2 T TRETIE, TUVA—DERTIET® Tr—h POy ITE—t
BB VI E R TR TS, _— CEw
7= LII7DT7YTT— M 155 &, 8 EDIE | 0% | £ 7omei=t
LWI7—LDI7 57— AFT3LERHNET,
I7—LII7D7YTT— MELKITHNEIMES .

KA VR=T1—AR— RSB LGB RIREE N BNET .

34



5 NetToolK

[
GEE) REITOTLS PC & LAN 1 V3—J1—AR—ROY TRy MENEHEH>TWBRIEE(CIE, FEEOLIIC, F
XET—EBICRTINET, COBEICIE. TLANKR—FOREIT IP PRLAEHRELTID, LAN 1 53—J1—
AR—RDEREZEITOCT SN,

LATL Y= ~NLT

p VUAMEER /l\J Web TS TERE @ LAN 71— FIDERE

@ Met Printer - 169.254.169.188 [ Model : IF2-WFx5 1

A—F&.IP PRLVLALISADFREETEEE

2n <
— LANTR 0 1548 ho—E IP 7RUAZRIELRELTH D,
1 ok =0 L0 ST LAN T R I B i B AT R LAN 4 U3—=71—AR— FDFREEITO>TK
LANA—[ 8 Wetpmer  IEXSELIPICE mEED It AN

 TCRAR DERTE
@L RIEM IPFHLA:  169.254.169.188

© FPFLAESHEICENE TS

O EMPF L 2HES

FPRL2 192 188 10100
e ) X 255 860

FIIRF ke | 1% 158 10 0

[ ueet || ®mA [ Fua |
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6. XML #gE /

6-1. BIE
XML #EEE(E. RELE XML AT OEHRET 42T UA—0IRY FRECEBR LT, EIRIS0#EEEE
BWIBIARAVE—T1—AR— FOMRETT,
XML AR DT—REENEEK TS JavaScript F4TIULBECONTIE. AlFAESNE CITIZEN XML
Print H—EAICBET % FFaXY MES IS,

COBBEREIICIE. L TFORBENHLEINDILENHNFT

TIUB—1 XML #EeE Y R— FLEZETILTHBIE

ARAVA—71—AR— RO RSN TS L

TUIB—ERA VR—T71— AR = RDT7— LI 7 D)\ —Javht XML #REE S R— b LELDTHBRZE
EHICEHTIVDE Web YR—Uv k., STATUS EIEIC Service Status 47, CONFIG EIEIC Service 87,
SSL/TLS T RRSNFT,

NHDOMEEEFIATSEE . XML AT X T -30DEELD URL [FLATDENTY,
K—FESICED URLIEE A EZFATRE S RA— FMESOREICINAFHINENIET,
URL

XML Print —E'Z http://IP 77 FL A:8080/
http://IP 7 FLA/xmlprint/

HTTP XML Config H—E'2A http://IP 7 FLA/xmlconfig/
XML Print H—E2A https://IP 7 FLA/xmlprint/
HTTPS XML Config H—EA https://IP 7 FLA/xmlconfig/
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6 XML #fe

6-2. CONFIG>>Service # 7

General Service SSLMTLS User Account Maintenance

Port Number
Timeout for connect 5-60[Seconds]
Timeout for print 10-600[Seconds]
Timeout for connect 5-180[Seconds]
HTTP Keep Alive O Enable ® pisable
HTTP Keep Alive Timeout 5 5.30[Seconds]
HTTP Keep Alive Max Requests 100 1-100

[ swmt |

6-2-1. XML Print

] = WEB Bl B
Port Number 8080 | 1025~65535 | HE#EH—+ES
Timeout for connect 10 5~60 FNRIBAEFFSDRM L7 M
Timeout for print 60 10~600 TUVA—MEBE T HFE0R4 L7 MR

6-2-2. XML Config
— RO EBE e —ETRETHHAEETT,

§£U<IE. TCITIZEN XML Config H—F'R JavaScript Config SDK JOJS LY 17 1S BIEEN,

IHHE MHE REEEE

Bl

Timeout for connect 10 5~180 MIBEAIRFE DA LT MEfE

6-2-3. XML Settings (7 7 —L T 7/8A—2 3 >V 1.14 YO HFEKR)

1R B | REHEE B
HTTP Keep Alive Disable | Enable £ XML H—E AR FAEC HTTP Keep Alive &
Disable FERALET,
HTTP Keep Alive Timeout 5 5~30 HTTP Keep Alive BXMEEBFDRA L7 MEFRE
HTTP Keep Alive Max Requests 100 | 1~100 | HTTP Keep Alive H#NEBFICRI—IRDYay
NTEETEIRARIIIAMK

6-2-4.Submit / Reset R4& >

ncs

REEFEZE. BEE TN Submit” R U%L . Maintenance XZ1—®"Save & Reboot” h3V &L, h—

FEEBRICEMCENET,
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7. SSL/TLS #fe /

7-1. BE
SSL/TLS ®IGDHE
FYRD=DEICHENDBIET—IDE 3 FHICLDEEE, wEh. BNTELEHCEDICE. BEHILBENBEIC
BNET, EESLRENEMBELT SSL/TLS £V TOMILHMELEER->TINET,
Web T—5% XML T—AMERZEICIF http TORIVERIALETH, EnE SSL/TLS (D LIEHDD https
TY o RAMETUVA—EIDBEIEE https TITIHEEETUVA—E SSL/TLS LA ST RRERHNET

SSL/TLS Xf I DL E

SSL/TLS CTORESLEEICE. TN ERZ M EAAE (LU TERIMRE) MR EICKENET, EAMEHEE
Y—N—DMRTFL. D17 MUDEDEBAE RSB CERLOEMER. FEFRRBTEIIET SSL/TLS (CLDHE
FSLBENATREICHNFET,

ELMHECELAMRIERBCANERLLLOEB BN RIERELCERA VLB EERAMHENHNET,
BoERMEPAZENGEE . D317V MITIEASMEE TESEEE TS L CEERBLICEIETESLIICHNF
T, EDHIC. K= RICEREOLEHDEFEHRENEEINTLTFMIVEIDAR— T IHEENHDET,
NHERIRNOZBA M ESNEELERAEEIVR— LT, INEF1T7HBIEETIEL TEET,

AR—FERBRENT—N-—[CHIEEREAEDEHFDFIEDELCOLT
SSL/TLS BE&93(CId. BAFMFEFAZEI7MNIIVERBROI7MIINBECBNFES . BEOY—N-TINb
EEBIBHORINLBFIRIE. LTOEBNTT,

1. EERAEEERTIHBENWEREER

2. BEEE. RETOHANBEREZANL. EEOMERTELEMAMLT CSRGIAEELIIVIANE

YERL

3. HFEHEII CSREZLRBICIRE (BERLIRFEBFEOABLLECRIR. FLENEOLAHERIR)

4. ZLZBEF. BEEOMERICLDIERE CSRICHHEULIAZEZERK. BEFEE(IORE

(RESNEZRIR/ICLN. BECBLIMHAE. L KB LAMEBLIHECES)

5 HEEAE. BEEANEEHEIMIIECEHEORERI7IVERE. BB
AR—RCERSICHEROCECRIBBENAESNTED. BCERMHEZFEIHZ SR, LEFIE 2 @
HAEROA AZFEITOIEITESET . (GEMAFIERL 7-3-1 B ERMAZDEREIVAR— S HR)
—H . AR—RFCAMEBLIIAEZEZEISEE. L5E1Hb 4 FTOFIEELI—Y—AITIT>CTIEEZ. FIE 5 D
NHRERNDEL M EFIRETIPMIECREBEEOMBEROI7MIIVERR— RCERDAHRE . BBET DLV
EBNET, (RR— REFERBOA-Y-NCBEFTCHELBECEAMAEELAWB L AABERRICAR
— FICEDALCEE ATRET Y, )

SERAEDEARE
ZLAEZECEADERNHD . AR RNICHUVWARICEFHF ITI2LERHNFET, HIREEFHTILHOE
EEAESNTLET, XML Config #4EERFE YT XML 771 I ETYIA—IEBRTETCRIFTTEIEL TEET,
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7 SSL/TLS #he
SEBAE QL LIEDENDERARCOLT
FSEEREZHITT 2RI BERBAZEDARR— FTCORDKRVNAE LT ORBNTY,
A. AEREERAE : JUVA—NETER . RESNECERIHE
B. O—WILEEBRE : O— bRy bI—D EDFARIGREE (CA) (CLBELEBAER/VR—MLEZLO
C. AMIGERAE 13—y b LORABIEREER (CA) [CLBERFBAE M Vik— bLEL D
LIROEDRAN ABC DEDEAZEICERATHNE, LLTD&ENTT,

= A, NEREERRE B. O—NLEEEAE | C. AHIGERAE
7-2-1 B B B
7-2-2 Zs

7-2-3 ZH

7-3-1 B

7-3-2 ZH ZH

7-4-1 ZH ZH ZH
7-4-2 ZH

7-4-3 ZH ZH
7-4-4 B B B

D_jJ)LEIEEﬂ%(L(is aits nIEJ‘J.%-U- l\ tuunIEFJh\I_J l-liﬁ (SR nl—tdﬁ.l-%ﬂ- }\ tnunE%h\ﬂljbiﬁAh\%oij—
TDERBEEDFHANZETINLBINIGEZLEBVDT, CCTREALTHEE A,
EELERTZIIOYRECLD. 20 2 DOEZUTOENEIIGENHNET,
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7. SSL/TLS HhE

7-2.CONFIG>>SSL/TLS &2 J
7-2-1. SSL &R FHEmE

Wireless LAN Service SSLTLS Request Print User Account Maintenance
Service O Enable ® pisable

Protocol ®@TLS 1.2 OT1s13

Server Certification Self-Signed Certificate v

\ | |

CA-Signed Certificate File | 77 -1JLE#EIR #RENTLELA
Private Key File TP EER BRENTUVERA

Note: Only unencrypted files are supported

[ oot S

]
SSL/TLS Setting

Service
SSL/TLS #REZAHCTINERELET
Protocol (7 7 — AL 7 = 7 /XN— 3 >V 1.14 LD HFEIR)
BIEFFICHEATS TLS ON—JaVvERIRLET,
Certificate Setting
Server Certification
Self-Signed Certificate( B 2 & £ SEBAE ). CA-Signed Certificate (CA BZFEHE) DFHbH.
SSL/TLS BIETHEATRAZEERRLET,
Self-Signed Certificate

lCreate |TR3Y
[7-2-2 BEELIAEERER] (41 R-I) eRRLET,

Update J1h3

[7-2-3 ZRAESEHEERIS—! SEITHROMERA, 1(42 XR-I)ERTRLET,
[Export [R5

D47V MG = N—1EREI VA= T IO DIEAEETI I AR—FLET,
SEBAEEFHOGERBIVAMIILFRETY,
Delete |{RAY
RSN zBECER A ZHIRLET,
CA-Signed Certificate
CA-Signed Certificate File
1UIR— B RMEBRIEAE TPV ERRLET,
Private Key File
1VIR— M BMEBERT 7 ERIRLET,

lNmport |1R3
BIRSNLIIBAEEMEZERETIVA—(C1UR—FLET,
[Delete JINAY

AVR— SN EEAE LR R EHIBRLET .
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|

7-2-2. HCER RS EREE

Issuer

Key Type RSA ~

Common Name * 192.168.234.2 64 letters[max.]
Organization Unit 64 lettersmax.]
Organization® CITIZEN SYSTEMS JAPAN 64 letters[max |
Locate 128 lettersimax )
State 128 letters[max.]
Country * JP 2 letters

Validity (Not Before) 2024/07M1 YYYY/MM/DD
Validity (Not After) 2025/07/11 YYYY/MMWDD
Internal Certification Authority

Validity (Not Before) * 2024/07/11 YYYY/MMWDD
Validity (Not After) 2049/12/31 YYYY/MMWDD

* mandatory field

EEE =N
Create Self-Signed Certificate
(Certificate Settings T CA-Signed Certificate Z:BALHSHE@IZIRLTT, )

« Issuer
HY—N-EEE T (FEE) (CBETIEFHRDAARTT,
« Key Type

AERAEEER T BFICER TS ERLT7ITVALEREIRLET,
- Common Name (#EAfE: ERAFODIP 7RL2A)
TUYVMI—N—=D P 7 RLAX FQDN (GE2 &8 A V%) 2 AHLET,
+ Organization Unit
EERBONESL EANLET,
* Organization (¥)HA{E: CITIZEN SYSTEMS JAPAN)
EEEER ZANLET,
* Locate
EEHEBOMEt (MXEH) ZAALET,
+ State
EERBORTh (FMERFR) ZAHNLET,
* Country (F)HAfE: JP)
EEMRBORER (BE) ZAALET, P77V 2 XFOEZLI- FTAALTESLY,
« Validity (Not Before) (#)H#i{E: AHH)
SEAEREMHEORBE ZAALET,
* Validity (Not After) (#)HA{E: AKB®D 1 F&)
SERREAMEIEOR T B EAALES,
+ Internal Certification Authority
FERAZS EHICE T 5ERDA AWTT
+ Validity (Not Before) (#]H#AfE: AF1H)
SEBRENEHETVVEVIFORIGE EAALES, SEASHESHBLOEI0 B F 28 E L TZE,
» Validity (Not After) (#]EAfE: 2049/12/31)
FEBREOEHETVVEVIFEOERTH ZAALES, SEFAZEFVHRMLNEDO B HFEIEELTUZELY,
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|

7-2-3. ERIBAE R HE MR

General Service SSLILS User Account Maintenance

Update Self-Signed Cerlificale

Common Name * [192.168.1.100 |

Organization Unit ‘ |

Organization*® ‘CITIZEN SYSTEMS JAPAN |

Locate ‘ |

State [ |

Country * ‘JP | 2 characters
Validity (Not Before) = [2021/08/01 | YYYYIMMDD
Validity (Not After) * [2022105/01 | YYYYIMM/DD
Internal Ceriification Authority

Validity (Not Before) = 2020/04/01 YYYYIMMDD
Validity (Not Afier) * 2049/12/31 YYYY/MM/DD

* mandatory field

Cancel
Update Self-Signed Certificate

(Certificate Settings T CA-Signed Certificate Z:BALHSHE@IZIELTT, )
+ Issuer
Y-N-&EE T (FEE) (CEATIFHROANRTT,
+ Gommon Name
TUUM—=)1—D 1P 7 LAY FQDN (2 {E4i RAM V&) EAALET,
+ Organization Unit
EEMRBONESR EANLET,
+ Organization
EEMRBS EANLET,
* Locate
EEMBOMAE (MXETH) EAALET,
+ State
EEMRBORAEN (HEFR) EANLET,
« Country
EERBOmME (E) EAALET, PILI7RYE 2 XFOERI- FTAALTIZS,
* Validity (Not Before) (#H#ifE: A7 H)
SEAEAMYMORIEE EANLET . GEAEEHNATRRGHAR RO B A ERE L TESLY,
* Validity (Not After) (#)H#ifE: ABBD 1 &)
SEAEAMHMORT B EANLET . GEAEEHNATREGHAR RO B A ERE L TESLY,
* Internal Certification Authority
EBAEEHICET 3 1EHERTLET,
+ Validity (Not Before)
AAEEHNATRECHE DR E ERRLET,
+ Validity (Not After)
AEAEEHNATRECHAEOR T H 2RALET,
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1
7-3. HCEARAIRAELZFRH L= SSUTLS BIEZEMNIZT HFIE

7-3-1. BEEBRIAEDERE T Y AEKR—F
1) 75 9ThniRk—FD IP 7 RLAICPDEALT TS, 2) “CONFIG A7 E:&EIRLET,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

Welcome

» Click STATUS to show LAN board status.

» Click CONFIG to change the setting of LAN board.

3) User Name. Password A LT, REE®EICADET,
(¥ EA{E : admin / admin, Ver1.19 LLRRIZSAT— FEEEICERTEITILELHIFT . )

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

User Name: [ |

Password: | |
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7. SSL/TLS sE

4) EE IP ZBRELC. [Submit IRV ZEIRLET

LAN board CITIZEN SYSTEMS
HOME | STATUS | CONFIG

.. General Seqvice S5LTLS User Account Maintenance

LAN board name |I‘~.Iet Printer | 15 letters[max. ]

TCPIP

) Obtain an IP Address Automatically

(®) Use the following IP Addre

IP Address | 192.168.1.30 | |etters[max.]
Subnet Mask |255.255.255.0 | ersimax ]
Default Gateway [192.168.1.1 | efters[max.]

UPnP

®) Enable ) Disable
Print Settings
Raw Port Number |91l][] |
Timeout for print data [180 | 0-65535Seconds]

Action at Timeout

®) Close all connections C Move to next connection

5) TSSL/TLSIAT7%EZEIRLT, SSL/TLS BHEEEICFEO>TTE,
6) [Create | h3VEHLT, BCHBAEFEHRAAE@EICASTTILY,

LAN board CITIZEN SYSTEMS
HOME | STATUS | CONFIG

General
SSL/TLS Setting

Wireless LAN Service

equest Print

User Account Maintenance

Service O Enable @ Disable
Protocol @Ts12 OTLs13
Certificate Setting

Server Certification | Self-Signed Certificate v |

©_u-oignea e ficate

Cn-CI5~ 2 Tounicate

CA-Signed Certificate File | 7 7 1 )LZEIR EIRSNTWFEEA
Private Key File T7AIVEER | BEIRSNTOEEA

Note: Only unencrypted files are supported.

T

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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|

7) Common Name [C, EIFE IP & A WL TLZEL,

Validity (3. R¥NDELONR— RICREFTIEHAZSOFEHHMT. 2 BEEOLONIIAR— TR T71IUCHE
SAMBRERNFT  ERMICEETETT,

=HD Validity h 2 2 B D Validity DEIFISMIRESNTLNSEIS—EBNET

8) Create JINAVZIRLTT LY,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service & Request Print User Account Maintenance
Create Self-Signed Certificate =

Issuer

Key Type

Common Name * [192.168.1 .30 ) l 64 lettersmax.]

Organization Unit l 64 letters[max.]

Organization® [CITIZEN SYSTEMS JAPAN | 64 lettersfmax.]
Locate [ l 128 letters[max.]
State [ | 128 lettersimax.]
Country * JP—\ l 2 letters

Validity (Not Before) * |2024/07/11 ‘\ | vyyvmmoD
Validity (Not After) * |2025/07/11 /. | vyyvmmoD
Internal Certification Authority

Validity (Not Before) * 2024/07/11 YYYY/MM/DD
Validity (Not After) * |2049/12/31 / | vyyymmoD

* mandatory field

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserjved.
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9) TOKIRAVERLTT S,

LAN board

CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service [re—is W — Request Print User Account Maintenance
Create Self-Signed Certificate

Create Self-Signed Certificate success.

Change settings will be not effective unless "Save & Reboot" button in "Maintenance" tab is pressed.

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.

10) SSL/TLS Setting M Service T “Enable”. Server Certification T Self-Signed Certificate” & &R LT
AN

11) TExport JINAVEIRLE S AEBHERAZE J7M IV ERTFELET, 771U TSIOHADI UR— FCERLET,
12) ['Submit |IRAVEIRULTT S,

LAN board

CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service [r——s) W — Request Print User Account Maintenance
SSL/TLS Setting

Service @ Enable O Disable
\ g

Protocol OTLs13
Certificate Setting

Server Certification | Self-Signed Certificate v |
Self-Signed Certificate

Update

ICA-Signed Certificate

CA-Signed Certificate File | 7 7 1 )LZEIR EIRSNTWFEEA
Private Key File T7AIVEER | BEIRSNTOEEA

Note: Only unencrypted files are supported.

T

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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7 SSL/TLS #re

13) ['Save & Reboot JEHLTTF ALY,

LAN board

HOME | STATUS | CONFIG

General Service SSUTLS User Account

... Maintenance

Save & Reboot
e ————

Factory Default
Firmware Upgrade

CITIZEN SYSTEMS

14) [Yes RV T, RF A BEBETOTT S,

LAN board

HOME | STATUS | CONFIG

General Service SSUTLS User Account

. Maintenance

Save & Reboot LAN board?

LAN board will be disconnected from the network for a while until it reboots successfully.

= o

CITIZEN SYSTEMS

R— BRI I THHEIE, BREBRIC. REXENRBRINET,
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7. SSL/TLS sE

7-3-2. 759 THOEHCESR

SEBAZE D A > R— k D1FI(Chrome)

Chrome D{XFEEME — J71 1\ V—tF1UT1 - t¥a1U71 — FIBAZENEE | 5:E&IRULET,

@ https//192.168.1.30

C ® Chrome

x

o Bx

chrome://settings

x +

RENSD -y OE—HIC ThSyFI8BE)] VITAMERETS

BRUVBFEERFUTVINEDINORIEEZY  MIKFEITS

ERBOES

HTTPS/

R=TBTUD-FUT. MEEBRETERCTABLICUET

Cookie Z - iy

Sl NSDR—3

tFa2UF«< F-0UR

HUVMER S Cookie H\@itzhE

¥ « F=BULYMUTPINEZERUET
BERt -
- B Y+ hoRE
Q@ I/ S —LuFals O THA NCEREREIT3RED. BRUTELVILFOVEERUET
® au MNEAZS -5 OAE
o BISEAEE. Cookle. FrySaRlEMRUET
& S9°0-F
& oz L1
T 2-Y—mansse sE
BAE
A  ZAFA
D Uty hEIU-—TYT ASNELAL

o X

MERESNIL— FEEBAMEE | 3T & &R UK EE

T TMUR—FIRRIVERLET

AAS X
B EI(N): <FAT> v
BA  Er0A FREERER ESE PEE_EFELEOT EEINGLETT
BTR BTE EHEE  JLVFUE “
[ZJAAA Certificate Se.. AAA Certificate Servi..  2029/01/01 Sectigo (AAA)
@AddTrust External ... AddTrust External C... 2020/05/30 Sectigo (AddTru...
] AffirmTrust Comm... AffirmTrust Commer..  2030/12/31  AffirmTrust Co...
[ Baltimore CyberTr..  Baltimore CyberTrust.. 2025/05/13 DigiCert Baltim...
SlCertum A Certum CA 2027/06/11  Certum
S Certum Trusted Me... Certum Trusted Met..  2029/12/31 Certum Trusted ...
@Class 3 Public Pri...  Class 3 Public Primar..  2028/08/02 WeriSign Class 3 ...
[5]COMODO RSA Cer.. COMODO RSA Certif..  2038/01/19  Sectigo (formerl...
[ Copyright (c) 1997... Copyright () 1997...  1999/12/31 Microsoft Times... |
v
ol et eos Clalinl Flmbeis Sl Pe  mnmaramear Cilee.as ol
IO A= R E)w ElIE(R)
L= {0I=):5]
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|

TR IEERLET

i HESOA U+ 217 -F

SO K-+ D4 -FORE

2094~ FTi3. RS, ARSEEIAN BLUTRERAYANET(ATHSABEANTICIE-
Lz7.

AEARBCETRITENAASA. 1-7- IDEEEL. T-FERELLY. ZLBEFUFTRE
Shtxyh)-7ERERETINOERESATIEY. AARSANTR. AASNSRESNIVAT
LED#EETT.

BITTICR (RN BIUYILTUEE L.

AN vt

7-3-1 TIDAR—UEECERIAZE I IV EREL. RN IEHLET,
pd

€« b SO UR-F oK

AYH-+FEREAFITIN

A U-bg TP NEEEL TG,

IrA &Ry
CHCITIZEN¥Citizen Certificate.crt E8BI(R)...

EECEOBAEEIL 1 20T GEROARASERETEET:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 EF8AS5 (.P7B)

Microsoft YUTNALENIELFASALT (.SST)

Footl
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7. SSL/TLS sE

TR IEERLET
¢ B EHsoun-pors-F

EEARALT

EASANR. ERASIRESNIVATLLOBEETT.,

Windows [ZEIFASANPESBRICERIEIN. AASOEMERETILITESRT.

QIEBEsn@EAEINT, SBNIERSANTERERTIU
BEIATROANTIEEET ()

HHESART:

EB/ann)-rIegees ZB(R)...

MSET 1ERRLET

€« &8 RSO Uk 21—k

FERAZE DM Vik-F 21 -FORET

[RT1EPUDT 3L, ASH - FahET.

EOEENEESNELE
I-F-HEFRUEAS AT RE R el
AT HIikE =g
I & C¥CITIZEN¥CitizenCertificate.crt

| =7@ || %t |
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|

TRIVTAEENHZOIG VN ERULT, SEAEDI VAL ER TSEET, CNICED, TIVE-0BEE
BEEAENERESINI— MEEBAKER([CEESNET,
A .
RSO FRT> -
A BHOA TEINEE EESNLL-MIBRE EELRGT EENAVEGT

HITR BiTE FHEE  ILYFIE “
LI AAA Certificate Se...  AAA Certificate Servi..  2029/01/01 Sectigo (AAA)

[l AddTrust External ... AddTrust Extermal ... 2020/05/30 Sectigo (AddTru...

S AffirmTrust Comm...  AffirmTrust Commer..  2030/12/31  AffirmTrust Co...

[ Baltimore CyberTr..  Baltimore CyberTrust.. 2025/05/13 DigiCert Baltim...

[l Certum CA Certum CA 2027/06/11 Certum

L=trertam Trusted Ne... Certum Trusted Net...  2029/12/31  Certum Troctet

55 CITIZEN IF1-WFx6... CITIZEN IF1-WFx6 19... 2049/12/31 <f&EL>

<

Ao Ferhe-iil Llass 3 Public Prima /08 =il
[5]COMODQ RSA Cer... COMODO RSA Certif..  2038/01/19  Sectigo (formerl... v
L) [, iy P O R ¥ 3 L ey Sy o S W e T e a e W e e | L. IS e g
A = R(0)... I3~ ME)... BIE(R) FEEEMN)
RS MER
<FNT>

=m(V)

CNT. 2D Chrome ET)VA—DREITld, ZEEUIC https (24P SSL/TLS BIENEIREICHDET,
OIS TERERMDREILFIBERDET,

x

AR—FhOIDAR-FLEBEEERAAELHEIG SR EENHBVLIICTRICEIOFIEDLIICTIVY
CEISGREAE R/ UR— M BRENBDETH, 1-F—HERR-REBRICABLEBCERIASTHNE.
NHERAESLRAZRCECERAETMERECYNCARR-FICEBRIHET, I5OYCLCEIAEZ
AVR—PUBCTHEENHBOELIICTHIET  FHMICOV TR, BREVEDELZSL,
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7. SSL/TLS H#&6E
|

7-4.SSL/ITLS. FIEAZEREZRD L4k
7-4-1. SSL/TLS B@{EEH

TCP/IP N—Y3Y TCP/IP v4
SSL/TLS N—Y3v TLS1.2(SSL3.3), TLS1.3%
77 —vay FOrail HTTPS (Y—/\—325)
TCP &{E K— &S 443
Xt ISR E BCE4LHE

CA EZIIHE
ESAE7ITUZ L IAES 128/256
INSVEVS = Uy IN SHA2-256/386%, SHAT
B A RSA. DHE. ECDHE
E4 7TV L RSA. ECDSA*

X 77—L9I7 =3 V 1.14 LIEDOH 3t

BiR—brF3EE A1
TLS1.3 BFIATREE (T7—LI1I7)N\—Jay V 1.14 LIEOH XTIE)

EBEIELL BB A1—F

1 TLS_AES_256_GCM_SHA384

2 TLS_CHACHA20_POLY1305_SHA256

3 TLS_AES_128 GCM_SHA256

N ECDHE

g
DHE
ECDSA
EZZ

RSASSA-PKCS1-v1 5
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|

TLS12 #F| 9355
BEIES |BEESAS—

1 TLS_DHE_RSA_WITH_AES_128_CBC_SHA

2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256

3 TLS_DHE_RSA WITH_AES_128_GCM_SHA256

4 TLS_DHE_RSA WITH_AES _256_CBC_SHA

5 TLS_DHE_RSA WITH_AES_256_CBC_SHA256

6 TLS_DHE_RSA WITH_AES_256_GCM_SHA384%*

7 TLS_DHE_RSA WITH_CHACHA20_POLY1305_SHA256
8 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA

9 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256

10 TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256

11 TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA

12 TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384*

13 TLS_ECDHE_RSA WITH_AES 256 GCM_SHA384*

14 TLS_ECDHE_RSA WITH_CHACHA20_POLY1305_SHA256

15 TLS_RSA WITH_AES_128_CBC_SHA

16 TLS_RSA WITH_AES_128_CBC_SHA256

17 TLS_RSA WITH_AES_128_GCM_SHA256

18 TLS_RSA WITH_AES_256_CBC_SHA

19 TLS_RSA_ WITH_AES_256_CBC_SHA256

20 TLS_RSA WITH_AES_256_GCM_SHA384*

21 TLS_ECDHE ECDSA WITH_AES_128 CBC_SHA*

22 TLS_ ECDHE ECDSA WITH AES 128 CBC_SHA256*

23 TLS_ECDHE ECDSA WITH_AES_128 GCM_SHA256*

24 TLS_ECDHE ECDSA WITH_AES 256 CBC_SHA*

25 TLS_ECDHE ECDSA WITH_AES 256 _CBC_SHA384*

26 TLS_ECDHE ECDSA WITH_AES 256 _GCM_SHA384*

27 TLS_ECDHE ECDSA WITH_ CHACHA20 POLY1305_SHA256*
¥ I7—LI7N—=U3v V 1.14 LIBEDH ¥
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|
7-4-2. BCEAAEEEDLH
Web YA—IvEIEICHEIEB# AN, BETBIECID, RiR—FETERIIBAZERT. BRE. IVAR—F
FRENTEET, TIBHARFCIERAEERIGIMRETT,

HEeERHAEANIER
Field | FHEE EFARTRER X FERE S A XFH
Key Type RSA RSA. ECDSA* M35\ F' N h -
FAEBXF. FHAR-A,
JEYx—L (CN) ERIP7EVA T =7 NI2.77 Rk 64 XF
(IP 7 FLALMSAD A 18]
EEHBONEL (ZH) 64 XF
Issuer Subject (OU) FARBXF. FAAR-A,
iE =i (0) CITIZEN SYSTEMS  [," VR, "+" T3A, 64 SLF
JAPAN A% PN ] R
EEHEBOME: (ZEB) “/7 AZ9va. " PUH-2T7. (128 XF
i X ETAH(L) (" ol )" BLAC
EEHEBOME: (ZEB) 128 XF
&R FFIR(S)
18 = 4R # o AT 7E b P FARXF 2 XF
E(C)
Validity 2049/12/31 F7z[F . YEYYYY/MM/DD
(Not After) R EEFD 1 F (2020/01/01 ~ 2049/12/31)
Validity 2020/01/01 FFVERLIYYYY/MM/DD
(Not Before) B (2020/01/01 ™ 2049/12/31)

¥ 77— LOIPN—J3av V 1.14 LIEOH# R
FEBAEDER CERESNSENMMDEB I TEEDRDLIICAASNTNET , I-F—ICLPEELTEFEA,
BEELRAE EEIFR
Field 1EH ElE fiE
Certificate Subject Alt Name DNS Name 1t %*—L(CN)
IP Address QEV2—L(CN) JEVR—LWIP P RLADIGE

Certificate Key Usage Non-repudiation, Digital Signature, Key Encipherment (a0)

Extended Key Usage TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)
TLS Web Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Type End Entity

Certificate Basic Constraint Path Length None

Constraint
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NERREERNDE R (FEEBRET7M LD ITHAR— b

E4 7TV L RSA ECDSA*

na bl R ) Base64

Hh5EF .crt

N—3y \&]

VNEEE RSA 2048 bit ECC 384bit
EZ7INTVXL SHA2-256 with RSA SHA2-256 with ECDSA

7-4-3. CAELIIAER[EDLHE
AViR—FrL. EHTE? CA ERIBHAEDEHRIT. TERDERNTT,
SEBAEE MR BARTP(CH- TR IR R LI L TL UIR— FMEIT TLRESLY,

Fe BT IVIVMEBOIEY R —LCNDB T A NSN TS EZHEELTTSL,

¥ T7—LI7N—=93v V 1.14 LIEDH 3t I

CA ERIHE pem f23X / der X
T s 52 key 2

(SAD— RREE FERTE)
EEAL 7TV L IAES 128/256
NyaTIVTVZ L SHA2-256/384%, SHAT
EALT7ITIZL RSA. ECDSA*

7 SSL/TLS #e
|

X I7—LI7N—=U3v V 1.14 LEOH TR

7-4-4. REINF-IAZEOIHBEAREET - 727—L7 77 v TT— FEDHRKL
CONFIG>Maintenance 27 M Factory Default QML ITHONLERICE, KB EEEMHAMBEICEEL., ZiFS
NEEIBAZEFBIRULET, Firmware Upgrade DALIEHITONEEFCE, BREMBEZFZSNIIAZ (I RFS
nFv,
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