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AFRTUDIZAMENRITOY 5 —ZRZa7)L10 5 EIMUDIAMENRIBSEDEFIBHERE I, Y AT LOTEIRIDER
BARHIFTOT, SERUTESLY,

15



3. %y NU—J BIEDIKE LB OBAE
L

33 A=D1 —RKR—KFDEXRTEIFHRZENRIT S
ISRIVREVERTE . KA U8—T1— AR — FOREERA TV SA—DBEIRISNET,

D ERENZREDI MLTE. @{ I/F Boar'd.

@ AAVI—TI—Af— KOEE . \— EITPUEY Information
av. 77— L9917 N\—=J3 T,

® AAVB-IT- A~ FOYRT LIFHTT . LAN 21| el L2): Ve 15

LAN Board Name : Net Printer
F7,

h—F&. YUPIES . MAC 7 RLAREIRIEN System
©{

Serial Number : 100123
@ KAVB—JT—AR— FU)*“JFU—’J'I'ﬁiﬁ_C“TO MAC Address : 00:01:02:0a:0b:0cC
® 1—HRYMERTT ., 1—HRYITEHKINTL Current Network Status
- _ IP Address : 192.168.0.2 (DHCP)
SBEICHIRINET @ Subnet Mask : 255.255.255.0
©® TUUA—tEHTT . A VE—TI—AK— K Gateuay : 192.168.0.1
) DHCP Server : 192.168.0.1
BENTVB TV A—DA—N—%&  RAHEIRIS
Ethernet Status
ﬂ??o @{ Speed & Duplex : Auto (1@@BaseTx Full)

@ AFAVB=T71—AR—FDHREFHRTT, K13
. _ . Printer Status
— 71— AR— RSN TS R E IHEROVEN R @{ Manufacturer : CITIZEN

ENTHN. REDRYFI—HOEHKEL R Model P CT-o80LH
BRHEENHNFET, EHKEE. DORYI)— User Configuration
- " DHCP : Enable
DIRERCRERE L TCE L, IP Address : 192.168.0.10
XML HllfE0 B D 2z D1ESTIKEDIFER T, @ Subnet Mask P255.255.255.0
Gateway : 192.168.0.1
@ SSL/TLS HEEDERERE|R T - Print Port : 9100

Receive Timeout : 180

UDIAEIRIBEREDER ETRH T,

XML Device Information
Display Status : Offline

Scanner Status : Offline
Speaker Status : Offline

SSL/TLS

Certificate : Self-Signed
® Self-Signed ¢ Not Exist

CA-Signed ¢ Not Exist

~| Request Print

Service Status : Disable
Current URL :
http://www.example.net/test.php
Proxy Address : 192.168.100.190

< Proxy Port : 8080
Interval 1 10 sec
ID . AA-BB-CC-DD-EE-FF
DNS1 :192.168.10.1
L DNS2 . 8.8.8.8

AN
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33y NU—IBREDETE L MR OERE
1

34, A B3 =T 1 —RAR—FDHREZVNEAKREIZRET
1) NRVRIVERBULLT, RET—RICUINEZET,
2) BEE—FRICUIDEND- L. 3 HLAICNARIRIVERBLLET,
ROAvE—IHEIRIEN ., KA V8—T1— AR~ ROBRE R HEOREICRIET,

I/F Board
Information

--1Caution!--
Print Server will
automatically restart.

/\_/

IBENSE T TR, RAVA—J1—AR— R B EIRICEREINET,
DHCP H—N\—hbo IP 7FLAZBEIEF TR ENESIL. LIFIERERS IP PRLANEINHTHND
ZENBNET,

17



3. Ry NU—VERIEDEL LB OEAE

3-5. LED [T & 2 IKEER R

% LED ORTHRBDERI ., ROESNTY,
(#)zlZ R FEH. LED OEIENESLDNHNETHN, ZHED LED DI VIRIERLTT . )

®L lle ®cC
10/1OOBASET T —
O © ® @
® RYMI-DHOBIERE
BIEEE LED (#%)
100Mbps RAT
10Mbps / HE#iEET JHAT
Q@ RYRI=DED)UDIKEE
VDK RE LED (&)
EED =9
EEE S KT
TRBEF R
@ @ A—vryrDIREERT
LN LED (#%) LED (7R) B
PAVE I St 3 SHKT - TIA—-EEGRSN TWEEh,
TIVR— | RYRD—DRER AT SHKT TV SNTOET,
R A—HRyh Bt AT EOR A—HYRYMT.DHCPICIP 7 RLAZMEH
amEm | T
1—Hz2yh BfESP RLT =t9) A=Y 2YFTRYII—DEMERTT,

YI)—=AI5— RE R BEH) EECHFETEBIVRETT
VATLIS— RERRO2 AR | ERBCBETCEGIVMRETT
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3Ry NU— V7 RIEDEE LR OBE
]
3-6. LAN 5 3 % E FIIEHI
2YPI—HOBRECH L BNSS. L TOFIEESE(C, BELTES,
EL. I LECOFIE. NENBFEVORY N I)—DIREICE LTV EFEDFEEA,

B DHCP H—)\—h'b IP 7 ELAREINIRZE S
1) RAVA—J71—AR—RIC LAN 5= &8 LE T, 20 LAN 7—TJ)Ui&. DHCP H—N—hEFETIRVED
—DIRBIIC N2 TR RENRHNFET .

2) TV R—-DEREANET,
TV —DERZANTEAVA—TJ1—AR— FHFEEILTH D, 90 FLLAIC DHCP $—N\—hn IP 7 FL A%
BEEGFLES, NRILRIVEIRUT, REIRBMEERIL. BNBTONEZ P P FLAZHERLET,
UK, 13-3 1V3—J1—AN— FOEREF|MZENRITS 1 (16 X—U) ZEZS,

3) TIVA—ICPDEATEREMNESIZL, Web YR—Iv THIR LAN DFREEITVET,
FLRYFI=DICHER LTS PC DTN TUUA—0 Web YR — (TR LET
FELLIE, T4 Web Yr— v | (20 R—Y) ZTELIZEL,
Web Y% —JvDHRDODIC, Windows FIDFY FI—DEEFE Y —IL NetToolK ZHFEVBECEL TEEY
SEHMALCIE. T5 NetToolK J(31 R—=INETELIEELY,

B EE P 7RLAREISES
LEDOFIEE 2) DEHFTEVHHET , DHCP TEHENEG LBV, KA UA—T1—AKR— FOD ZeroConf
BEBEICED. 169.254.XX.YY (XX.YY FERBCLNELBDFT) D IP 7 FLANEINE TONFET, IRILKIVE
U, BEFRRZEFRULUT, BB ToNL IP P RLAZHEZELET,
RARD IP PRLAERRAETIHELTTIVA—D IP 7 RLAICERE CEDLIICLET,
LUREOFIEE. LFED HLUREERUTT,
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4. Web ?R—S ¥ /

RAVE=T1—AR—FICIE Web IR—IvERFIENSHBENHEDOTHN. Web TSV DDARAVE—T1—AR—
RICHE#EL. T ETERAVA—T1—AR— FOIREBHER LR E LR ET LN TEET,

4-1. Web ¥+~ — v #8813 5
Web 750507 RLARICEKA VA—J1—AR—ED IP P ELAZ A ALT, TEnter ] ¥ —%#ULET,
SSL/TLS #EEN B INIZE (L. https THIEHR CEET,

/€ http://192.168.0.10/ - Windows Internet Explore: X EROEEIYVIINTT. ABTE P PRLAIG

KRB L TONLIEEA A LTS,

£ http://192.168.0.10/

- CRERD PC A V8- T1— A~ kORI —DREN B TVEIMEAE, AAVI—T1— Ak~ K
OREBEER T CEERA, KAVI—TI-AK— KD IP 7 ELAECHAO®Y M) —DOREICA
BT,

- RAVE—TT-AK— D IP 7 LA [{V8— 71— Ak~ FOREEHENRIT S CRRTEET,

Web YR —JvEIEERR
Web Y2 —JvlZ L FTOETE. 3T DERICE TUNET, Hih— M3 EEICENBEVD HET,

HOME &I/

— STATUS [BImE System Status 47

Network Status %7
= Printer Status 47

= Service Status 87 X1

= Request Print 37 %3

= CONFIG E & =T General 57

—— Service 87 %1

SSL/TLS 47 %2
—— Request Print 87 %3

| User Account 57

| Maintenance 37

31 XML~ B iDL SS HIl E4 RE DM 2 3154 . STATUS [EIHEIC Service Status 27, CONFIG EIE AIC Service
RTRHET,

X2 SSL/TLS #Aen'E 25154 . CONFIG EIEMIC SSL/TLS 3T FT,

X3 UDIAMNRIBEENEZ D5 E . STATUS EIE A& CONFIG EEAIC Request Print 37 WM HHFE T,

FNENDOREBEICONNTIE, 6 XML ENRI - [ DHE 35 44 EE 1. 17 SSL/TLS #8861, 18 UDIAMENRIMEE 1%

SRBLTES,
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4 Web v —T %
|
4-1-1. MERER (AR— K 77 —L 7 v2.57 LI%)
HMERTEE CONFIG BETEES/AT— MERETIVENGNET, RER. 0T/ VEEIS R TSNS
3-0

Update Password.
You need to update LAN board password as this is your first time logging in!

Update Password

New Password [ ] 1-15 letters[max.]

Confirm New Password I ] 1-15 letters[max.]

New Password / Confirm New Password

RAVR=T1—-AR— FCHEALEWVEERE) AT - FEANLET, (FAEHKT1~15 XF)
I'Submit |{RA Y

EEE)AT—FEAALT, TSubmit IRAVED YL TSN, AJMVEEZRTLES

EE
RELZNAD-FEENLZ A, HPRRECRTVENHDET, (FFHllL 3-4 1V83-T1—-AR—FOEk
EEMHREICRTESRLUWLSLY
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4. Web v 3 — %
|

4-2. HOME E |
Web ¥%&— v HOME EE TY,

© @ ®

LAN| board CITIZEN SYSTEMS

HOME | STATUS | CONFIG = ——————— @

Welcome

= Click STATUS to show LAN board status.

= Click CONFIG to change the setting of LAN board.

Copyright @ 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.

@® THOME}]
HOME BIEZ&RRLFEY,
@ TSTATUS]
STATUS BIE &R RLET . AT—HARABEE Cld. K1 VA—J1—Ah— FOREERER T IENTEET,
® [CONFIG]
CONFIG BIEmERRLET , BREEE Tl KM VFI—TI1—AR— FDREZITICENTEET,
@ TLogout]
AAVHA—71—AR—FD CONFIG EIEmNoAY 7D FLET . RIEFICHEEED PC A5 CONFIG BEIEICASCE

,—=

[FTEFEADT. BID Web IR— v NetTool K" CHEETIERICIE. O 7 T B3RERHNET,
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4 Web v —V v

4-3. STATUS Elm
BAVE=T1-AR— FOIREERTLET

) @ ©) @ ®

CITIZEN SYSTEMS

m Network Status Printer Status Service Status Request Print

Firmware Version: 2.30

@ TSystem Status 47

[4-3-1 STATUS>>System Status 471 (24 R—3J) &S 88
@ TNetwork Status |37

l4-3-2 STATUS>>Network Status 57 | (25 R—J) &SR
@ TPrinter Status]47

[4-3-3 STATUS>>Printer Status 57| (26 R—J) &SR
@ TService Status 47

[6-3 STATUS>>Service Status 87 1(44 R—) &SR
® TRequest Print]57

8-3 STATUS>>Request Print 37 (65 R—Y) 51

23



4. Web v 3 — %
|

4-3-1.STATUS>>System Status % 7

System Status Network Status Printer Status

Firmware Version: 542

Model Mame: IF2-EFX1 @ @
Serial Number: 1000123 @
MAC Address: 00-11-E5-07-66-25 @
Raw Part Number: 9100 @
Timeout for print data: 180 ®
LPR Queue Name: Ip @
UPRP: Enable

(@ Firmware Version
A VR—=T1—AR= RDT7— LI 7 N—VaveR=LET,
@ Model Name
KAVH=J1—-AR—FORIFEERRLET,
@ Serial Number
KAVRI=T1—AR— RO V)P INEFTERTLET,
@ MAC Address
AAVE=TI—2AR—RD MAC 7 FLAERRLET,
® RAW Port Number
RAW EHIOD TCP iR— hESERRLET .
® Timeout for print data
ENRIEE DV Ty b4 L7 M ERRLET . EIRIORRIC, IRAED TCP/IP Yy MR SN TLB K
BT, —ERMEL L RA M ST -ANEE SN B n, SRFIMICY Ty beDO—XT 234 L7 MEE
TY, "0"DIFEICE. A4 LTI T, RA OOV ERNHZETY 7y MIEFSNZFZRICHBDES,
@ LPR Queue Name
LPR ¥1—&ERRLET,
UPnP
UPnP DR EIRREERTLET
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4 Web v —V v
|

4-3-2. STATUS>>Network Status 2 7'

System Status Metwork Status Printer Status
LAN board name: Net Printer ®
IP Address: 192.168.1.101 {dhcp) @
Subnet Mask: 255.255.255.0 @
Default Gateway: 192.168.1.1 @
DHCP Server 192.168.1.1 @
Lease Time: 26400 seconds @
SSUTLS: Self-Signed @
Self-Signed: Exist
CA-Signed. Exist @

D LAN board name
KA VR—=T1—AR— RO LAN iK— R ZHRRLET,
@ P Address
KAVRI=T1—AR—RDIP 7 FLAZRRLET,
@ Subnet Mask
KA VB—J1—AiR— FD Subnet Mask Z&RRLET
@ Default Gateway
KAVRI=T1—AR—RDT 74 M= b1 2R RLET,
® DHCP Server
RAVA—=T1—AR—FH¥ 1P 7 FLAZERG LI DHCP H#—)\—0D IP 7 FLAERRLET,
® Lease Time
DHCP H—N—mnENHEToNZ IP 7 FLAD) - AR ZRRLET,
@ SSL/TLS
SSL/TLS #EEDIKEEZERRLET .
Disable : #&%h
Self-Singed: E(HCERAE2FEA)
CA-Signed: H#(CA ELFIREZHER)
Self-Signed
BEELMAEOZHREEZRRLET,
@ CA-Signed
CA ZEZIAZENEHFREBEZRRLET,
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4. Web v 3 — %
|

4-3-3. STATUS>>Printer Status % 7

System Status MNetwork Status Printer Status
Manufacturer: CITIZEN @
Printer Model: CT-5251 @
Printer Status: Ready @

@ Manufacturer
CITIZEN ERRLET,
@ Printer Model
KAVRI=T1—AR— FOEBEL TR TV A- DRI BERTLET,
@ Printer Status
RAVA—=T1—AR— REERLTVB TV A—DEMEIR R 2R RULET,

Ready: NI =] 5E
Offline : ENR 7~ 7T Re
Paper Empty: F#ftIn
Error : I5—iKEe

GEE) KAVI=T1—AR—RICEHINTLSETUIA—D Windows DFUVA—RSAN—-DRAMER— I eH
PICLTWBIGEEICE, TIVA—AT—AABE LR TREINF B, COTEEE. Windows AJ—5—LET
TUUR—DIRREE CHESRCE SN,
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4 Web v —V v

4-4. CONFIG EImE
CONFIG BIE T3 #EREETVETH. EBEI-Y-TOJIUTIRENBIES.

User Name |

Passwaord

Login Cancel

User Name/ Password
FAVE=T1-AR—-FOEBEI-H-R/NAV-FeANLET . (#HAfE:admin / admin, Ver2.57 LL
BRENAD—-FEERICRESILENHNET, )
MLogin ITN3Y
EBEI-Y—L. NAT—FEAALT, TLoginlRAVEDYYIL TS R EBEERTLET
lCancel Jh3Y
BREEENRTEFYIEILET,

@ @ ® @ ® ®

hTATUS | CONFIG Logout
& Service S5L/TLS Request Print User Account Maintenance
LAN board Information -
LAN board name |Net Printer | 15 letters[max ]
TCPNP

@ TGeneral]37

l4-4-1 CONFIG>>General 7 ] (28 R—3) # SR
@ T[Service |37

6-2 CONFIG>>Service 87 1(40 R—I) &SR
@ TssL/TLS187

[7-2 CONFIG>>SSL/TLS 37 (47 R—I) &SR
@ TRequest Print]27

['8-2 CONFIG>>Request Print 37 1(64 R—3) #518
® TUser Account 37

[4-4-2CONFIG>>User Account 57 | (29 R—Y) &S 1R
® T[Maintenance |37

l'4-4-3 CONFIG>>Maintenance 27 1(30 R—J) &SR
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4. Web v 3 — %

4-4-1. CONFIG>>General # 7
.. General User Account Maintenance

LAN board Information

LAN board name |Net Printer | 15 letters[max.]
TCPIP

@ Obtain an IP Address Automatically

) Use the following IP Address

IP Address 192.168.10.100 15 letters[max.]
Subnet Mask 255 255 2550 15 letters[mas.]
Default Gateway 192.168.10.100 15 letters[max.]

UPnP Setting
UPnpP @ Enable () Disable

Raw Fort Number 9100

Timeout for print data 180 0-65535[Seconds]
Action at Timeout @ Close all sessions ) Move to next session
TCF Keep Alive @ Enable () Disable

LAN board Information
LAN board name (#)#A{E: Net Printer)
KAVE=T1—-AN—FDRHBZHRELEFT,
TCP/IP
Obtain an IP Address Automatically (#FJHAE)
IP 7 FLA% DHCP H—N-hoBEIERFLET
Use the following IP Address
IP 7 ELA%TIP Address |l Subnet Mask 1l Gateway |[CA HSNTEABRTEELET,
UPnP Setting
UPnP (#)HA{E: Enable)
UPnP ZERELZET.
Print Settings
TIVR—DENRIHREERE LET
Raw Port Number (#)HA{E: 9100)
RAW 7O RJJLENRITO TCP R— MEBERELET,
Timeout for print data
RAMI D VEDEERAM LPD M ZERELET
Action at Timeout
Close all connections, Move to next connection DHIMD, RANIY I VEDTRA LTI MIFEELIEE
OOV Y3V DB EERLETS,
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4 Web v —
TCP Keep Alive
TCP Keep Alive t4REZ B RNCT BN ERELET
I'Submit |Th3Y
BHEERBRULET,
[Reset N3
ABLERBEFYIRILET,

4-4-2. CONFIG>>User Account & 7
KAVR—=D1—AR—RFOERTEELEETRICIE. BEEETOOTAUNLETY, COE@E Cl. EEE1I-Y-%
ENAD—REEETRENTEET,

General User Account Maintenance
Mew User name admin 15 letters[manx.]
Mew Password 15 letters[manx.]
Confirm Mew Password 15 letters[manx.]

Set User
New User name (#)EA{E: admin)
FLLWEBEI-Y-RBEAHLET,
New Password (#JEA{E: admin, Ver2.57 LAMEIZNAD— FEEECHETILHENHNDFT, )
FLLWIAD—FEADLET,
Confirm New Password

BE. AD-FEAALET.

EE
EEURI-Y-RESAD-FEENZG A, HRRECRTBDENBIET, (FHlld 3-4 1V5-TJ1-2
N—FOEREEMNHIRELCRT 25 RBL TS
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4. Web v 3 — %
|

4-4-3. CONFIG>>Maintenance % 7

General User Account . Maintenance

Save & Reboot
Reboot

Factory Default

Firmware Upgrade

Save & Restart ]R3V

EEULZREABERELT KM UA—TJ1—-ARN—FeBEBLET,
Reboot |3

EREULBRENBERFETC. KM1V3—TJ1-AR—FEBEELET,
lFactory DefaultJih3>

RAVA=T1—ARN— FOEE Z M HARDKREICRLET,

[Firmware Upgrade I[N

KAVR=T1—AR— RO T7—LII7&E7VTT—bLET,

27—LOI77vIT—F

General User Account Maintenance
Mew Firmware File ZHE
) TSR IRIVEDIYILT, 77— L0117 774 VEERLET,
2) TWrite JINRVEDYDLET,
FE
27— L1707y T — MefRie&k. 7y T MIRLICK T T5FETlE. TUVA—DERVIEPEE VI it
RHTEEZ TS,

I7—LOIT7D7YIT— M eiTIE AR A LNELWVI7—LAVIPT—AEAFTILENHNET .
T7=LOIPD7YTT— MIELKITONBIMES . R UA—-TJ1—AR— FHEEI LB M REEN HDET .
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5. NetToolK /

Windows ETENMETEH1—T1UTA1YT M NetToolK | ZE 2T, KA VA—T1—AN—FDRELEETH_ENT
EFT, HREEROMA D LAN 1 V5—J1—AR—FICEZEY-ITT,

5-1. NetToolK #4 R b—JLT B

1) B3t WEB A FE UM NetToolKSetup.exe |28 T ILDUYH LTS,
2)

F—Y=7H0r MElE I EEIRRSNSHE S, [HTIED)YIL TS,

3) ADEENRRINET, RAIEDIYIL
TLIZSLY,

[ 1) CITIZEN NetToolK - InstallS

CITIZEN MetToolKFAMInstallShield 2+ —FALSE

Installshield(R) 54— k(g ZEEROI P2 —hn CITIZEN
;J%tToolK FA A =L LET S DRAIEML T, SRTLTY
e

i CO70YSLE. FIRERL LUEMRE ST
ENTOFET.

< Ea2(B)

4) 1-Y-REFHBEADLT. [RAI1EDYY
DLTLIZELY,

ForeiET

IR
HEEREA N LTS

-

FiR(0):

Installshield

[ <ma@ | en)> ][ #eebn |
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5. NetToolK

5 AOEENRTINET . TRAIEDUYIL ﬁ.imzmmmw S
F9, VAL ISEMTANS

SO AR IEBIREL. DRA B AL TS . ElJijwL&[d
LAR-ILEREEE. TEEEM vl T, L

CITIZEN MetToold (22 b—Jl.5:

C:¥Program Files¢CITIZENSMet Tooll¥ EHE(C)...

InstallShield
[ <®e@ | ma)> | [ #evtn |
6) BOEEMNRRINET, MVAL=ILIZD cmZENN.m'KW ==
UwH LTS, FOHSLEA AN REETERLE

DR A A -V ERE T DR T EFE L.

T2 AR B OLT, A2 AL ERRIE LTS

1A IWEREE SR L EE TSRS, TR MU TE, TRl ZILED
Uobdde., D -FER T LET.

InstallShield

[ <@ JAoar—nm ] [ Fete |

D ISETIEDUDILT AVARILER T LE [ CITIzen Nectoolk - Tl waad L e

g—o InstalShield ot —FEFE T LELE

InstalShield f.etf — (3. CITIZEN NetToolk EEMCA 2
bl TRET IRMwhLT, o — PRI TLTIRE
A

Launch CITIZEN NetToolk

< 55(8) Al
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5 NetToolK

8) PC BREYV-IHDEFHULET . [VYATL
TIAZ1—T#ETLET,

9) PC OTADMTLEICAEDTAIVHEEESN
F9, REILIE., PAO0EHTILDYYH LT,
HZELET,

SATL Y- ANLT

p

f) LAERH /b eb SO TERE @ LAN o —FOEEE

@

MetToolK
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5. NetToolK

5-2. ¥R A FE®E

TE

D TYATL
TOATL]—T# T IAZ1—: NetToolK #& T LFET.
@ Iy—-il

Y=L —T§FE A1~ LANAVI=JI-AR— g [Ewswwiee s B
ORTYINEZERELETT . [LAN R—FiEHRERTT S FlLan RO IRRERT A2
EFI9DTRE. TOLICLAN A UB—J1—AR— OB 1E (o) [Foen) [em
KEBERTTHIENTEEY,

YRATA Y-l AL

O varmms @) v 550y TE % LAN = OB

B tuct Printer - 1921661, 100
- L Net Printer 3\
B LAN R — iR
* TFEFIWHE
. F1542

&
: * VUTILES: 1000123
© e @ MAG FELRI00-11-e5-017-66-25
Ere i TOPAP 2T =42
§ Lew TP PFLR 1921651100 (Static IF)
L e Ry R/ 952552550 u “
e F RO 18218000 LAN A1 3—=J1—Ah—F
- @ DHOP #—)§—:00.00 T
: * L= 20378: 0 second =153
£ F1 B LAN 2T -3 Ejﬂz'{k"‘“
* SSID: appo-1234
* BSSID: GL25A2E7614B
. FeURLETIN
. EESIIAVISATIF L
all U :
all 15 Exe
* f2al)F 1 UPAL-PSK J
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5 NetToolK
|

Q@ AT IAZa—
TANTI—TNN—=Ia ERIAT1—: NetToolK DIN\—VaviEEHERRLET,

@ TYRREBEHFIRIY
LAN 1 VA—=J1—AR—FO—EBEZEHHLET, EHMIC, 7TVT—Yay TEHLEHRITHNTOETH,
FHC—EEEHULLWMGSIERLET,

® TWeb IS OHTERE IRIY
EFE LW LAN 4 VA=D1 — AR — REZIRL T, [Web J39YTERTE IRAVEDYYDTBE. T59YNEE
LT, Web Ix—IvERRLET,

® TLANK—FROFRFE IRV
R LM V8- T1- AR — FERIRL T, TLANK— FORE IRAVED DT 3L, T5-8 SREEE I (36
R=I)&eRTLET,
AR—ROT7—LII7DN—Javht v 257 UBOEE . COBBEERRICTBICE Web YR —JriBHT
1-Y=1A0 - FOREEITIDENBIET

@ LANAYVA—J1—2AR—F—&
KYRT=DE(THEHLTLS LAN 1 V3—J1—Ah— FO—EERRLET, A—Y TRV MRICEHKELTS
LAN 4 3 —=J1—2Ah— FRRRSNFET,
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5. NetToolK
|

5-3. BREEME
JAM—EEE C. LAN 1 V3—71—AR— FZZIRL T, TLAN R— FOFRE IRIVED DT BE. LAN 13—
J1—-AR— RO EEITIENTEET,
KiR—=FDT7—LOIPDN—=Javht vV 2.57 LIEDIGE . FREDHIC Web Ix— v A TI-H—/I1AT—FD
BEEITIDENHNET,

OY4VEBT, 1-¥~2E)A0=FEAALT. OTIULT [ogn o Net ornter s
A

14— HIE: admin @ E

JSAT—F #IHRIE: admin SRt -
(Ver2.57 LUREZ)SAT— FEEBICRETILENHNFET ) [ 051> | | #evtl |

5-3-1. T&fg1 27
[£#g 187 TR LAN R— k& P PRLAOSREE  [Rrre S =

2@ mgleN | 7oran [ 2-w-zmot [weaa

TOET,  LANT—f o E4E
I8 4980 D Lo VI AN - BRI  E D B LS
LAN £ 153 LI (2 A )

T TCRAP MERTE

L RED IPFELA: 1921651100
© FPFL 288 CERE TS
O ROFFFL 2FHES

PPEL2 [z 1ee 10 100
Ydreh a2 @ om0

FJalbH b | 15 e 10 10

[ veer |[ @A ][ Rud |

5-3-2. TR LAN] 27
MR LANIRTTIE, B8R LAN OFREETVET, e —

mlaN | goraw [a-nmmmer rsia

(COATE. BIRLAN A VA—TJ1—AR— FTE & — ERLANDIEE

FENFER.) B s
S5ID CITIZENSYSTEMS
FetLES
¥2U71

[ veet || mA [ Fua |
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5 NetToolK

5-3-3. o tajy 247
FFARVIBT TR, LPROB R R, RAW F
ArILOES B, TIV A L7 M.
IR LAN BRIEGOH 3. UPnP #EE
DEX BHEHETIENTEET,
(B#R LAN 05813, THR LAN 28%T 313
KRSNFEh,)

=@ [mslaN| 70000 [2-y-pimot [dortea)

(oo e O

K _j‘EH\IUI;
-3" LPREEHICTS

RawFHIII TS
TCRA-+&#S: 900

JUb R LT8R 180 0-65535%

HLANHER TS
UPRPEEIIC T2

[ ueet || @A [ Bua |
_2- [ —H— . ]
534, Ta—H¥—7hH b 27
Fj_—*j'—?j]rj) }“Jgjl_@lis %IE%%sIYZU_ P |§3$&LAN I0RI | AP |
KEEET BN TERT, g
LD —H -5 1B LI AT
e LG RAT =1
FE LD —R O 1
ZHEUEI-Y-RENAT-FEENEEE L.
VRS EICRITBENHNET, (GHHI
3-4 4 VR—J1—AR— RO EZ#EIRREICRT
S UTRSLY)
‘
5-3-5. TAVTFF VR BT
UFFURIITT Sa—Tr—ak—f [ N -
[XY53 VAT T, LAN A8—T1— 2K~ K i o ===

OFEEE . WHREANDRELE., J7—LVI7
DEHETIENTEET,

EE

I7—LOIPO7yTT— NeRtR&k. 7T T — M
EEICKRTIBZETE. TUVA—DERIIEOE
BV ZHE XTI A TNZELY,
T7—=LOIPD7YTT—MefTHEEE., B LDIE
LWVI7—LOI7 TR AFITIRLENHNET
I7—LOIT7D7YTT— MELKITHONEIMES .

KA VR—=T1—AR— RSB LB S AT REIE N HNET

[2# [male]7omn [ 1y-pirck | 250a |

:E & /ENTD |

5 TBERIAE TS

D IFOFYIT
e

[ 0%

| FydA—F
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5. NetToolK

GER) B
FXFT—

— 2= KO

BICRTENET, COFZEICIE. TLANKR—FOD
BREETOTTELY,

ax

=
axX

EE{TOTLVB PC & LAN 1 53—J1—Ah— FOY TRy MENEBH>TWBRIEE(ICIE. FiEDLSIC,

EIJTIP PRUAZERELTH G, LAN 1 V53—TJ1

LT

TATA Y-

p VUAMEER /l\J Web TS TERE @ LAN 71— FIDERE

@ Met Printer - 169.254.169.188 [ Model : IF2-WFx5 1

H—N—%.IP PRLALUSNDEREIFTESE

i |

Bho —E IP PRFLAZIELGERELTHS,

T LANTR—F @ 1E R

LAN = &

Met Prirter

g‘ Fy =0 kM TALAN R - E BB SO BREFEELE Y.
18T LM (F A

LAN 41 U8—71—2R— FOFREEIT>TK
Eéll\o

 TCRAR DERTE
a RIEM IPFHLA:  169.254.169.188

© FPFLAESHEICENE TS

O ROFP7FL 2% (ED
IPPHEL2 [1%2 168 10 100
Yk zah @B s w0
FIAIRH =k | 192 188 10 100

[ uext || mA ][ BUs
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6. XML ENI - J& 204 25 ) el e /

6-1. &
XML ENRI - B 0425 S EEEd . KAV —TJ1—AR— FOEET. XML AT K TF—42 TV A—0IRV ki
ECEHUT, FIRIEDHAEERIT T HHEETT,
B DR EHEEER . 18 —J1—AR—FO USB R— MK LET )M 2% XML 3T B T—ATHIEITS
WHEETT , (XML BREEED T (CRIDHIBRERIHT I A EEABRINTVET,)
XML AT RDT—REENZERKT D JavaScript 4T FVBEICONTIE, Fl&AE SN CITIZEN XML Print
H—E A, CITIZEN XML Device Control Y—EZICBET % RFa1XA MES RIS,

COBBEREIICE. U TOERGNFELENZIBENHNET,

TIUR—h XML #EEEHR— FLEETILTHD L

RAVR—J1—AR— O EH SN TS CE

TIUB—ERA VR—=T1—AR— RDT7— LI 7D —Javht XML #REEHR— FLELDTHBE
EHICE-HTIVDE Web YR—Jv E, STATUS BEIHEIC Service Status 47, CONFIG EIEIC Service 87,
SSL/TLS T RRSNEFT,

NHDOHEEEFIATSEE . XML AT X T —3DEELD URL [FLATDENTY,
K—FESICED URLIEE A EZFATRE S R— FMESOREICIVHFHAINENIET,
URL

XML Print H—E2A http://IP 7 KL A:8080/
http://IP 7 RLA/xmlprint/

HTTP XML Device H—E'A http://IP 7 KL A:8085/
http://IP 7 RLA/xmldevice/

XML Config H—E2A http://IP 7 RLA/xmlconfig/

XML Print H—E2A https://IP 7 FLA/xmlprint/
HTTPS XML Device H—E2A https://IP 7 FLA/xmldevice/

XML Config H—E2A https://IP 7 FLA/xmlconfig/
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6. XML Hll - Jai sl ae

6-2. CONFIG>>Service # 7
TIVE—(CHERT B 08— TJ1—AR— ROFEREICLD, RRSNBERNNESTEET,
IFx-EFX2: 2 TOE
IFx-EFX1/IFx-EFX3: XML Print, XML Config. XML Settings (DI& B D3
Media Converter IE B (. £EDRINDBNTIVA—EDHHENDETL, RRENZHEENHVFET .

General Wireless LAN ... Senice SSL/TLS Request Print User Account Maintenance
VCOM Convert O Enable @® Disable () show configuration
HID Scanner Convert O Enable @ Disable () show configuration

x
=
[
T
E [
2

Port Number 8080 |
Timeout for connect 10 I 5-60[Seconds]
Timeout for print 10-600[Seconds]

Port Number

x
<
=
(=]
@
s,
8
g
g

Timeout for connect 5-180[Seconds]

I

Max connection
XML Device Control / Line Display

Baud rate 600 ]
Deta
Parity [None ~|
Stop 1 bit v
Flow Control | off v

XML Device Control / Scanner
Test Device
XML Device Control / Speaker

Test Device

XML Config

Timeout for connect 5-180[Seconds]

|ﬂ

XML Settings
HTTP Keep Alive O Enable @ Disable

HTTP Keep Alive Timeout 5 5-30[Seconds]
HTTP Keep Alive Max Requests 100 I 1-100

ExE N
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6 XML FlIJll - JELIHE a5l L RE
. ____________________________________________________________________________|

6-2-1.Media Converter

I5H MEE 5% T #EEE B
VCOM Convert Disable Enable E&HT)IM1AWUSB VCOM E)D@IERES—
Disable PRYMIEHLET,
XML ##HZEET(C. TAATLIEAFvF—
& OPOS T{EMY %155 Enable [CLET,
HID Scanner Convert | Disable Enable BEHEATYFT—(USB HID B)D@E{EES—Y
Disable FYMIEHBRULET, XML FIHEETFIC, 2
FvF—&HDE— FCEMATSI5HE Enable
(CLET,
Show Configuration IEEIR =R BIRTZET NI ALDFMBEERTEE
FEEIR RRLET, FHBEERENSIEB DY
HMERETET NI AADVETTOTE
BIRLELEHIEEN,
6-2-2. XML Print
BB FIEAE R E s EA
Port Number 8080 | 1025~65535 | EfR—IES
Timeout for connect 10 5~60 IR FBDR1 L7 MR
Timeout for print 60 10~600 TUVA—RIBE T HFBDR L7 MR

6-2-3. XML Device Control
LLT®M XML Device Control Y —EAICEHT 32— B R EEFITLVET,

15H #EAE % 7E # B B
Port Number 8085 | 1025~65535 | {&#ER— MBS
Timeout for connect 10 5~180 HIEIBAIR FF B DA L7 MEFRE(FD)
Max Connections 2 1~3 RARFEGHGRE IEETHA)
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6. XML Fljll - J&50 B 25 B he
|
6-2-4. XML Device Control / Line Display
LUTDTAATUVACEAT 3 — B EETUVET . SREMNHER. BRICHIETA AT LA L TEYMEICETLY
B30T, BEFATIERELBNTILELY,

15R MEAE REE
Baud rate 9600 2400, 4800, 9600, 19200, 38400, 57600, 115200
Data 8 bit 7 bit, 8 bit
Parity None None, Odd, Even
Stop 1 bit 1 bit, 2 bit
Flow Control Off Hardware, Xon/Xoff, Off

“Test Device"NAVEHTE, REREICHOTTAAT VA CTAIXFIIERRLET , TAAT LA LR 2 FER
TEBWMEER. 75— Ayt —I(“Test failed”) & T IVHICRRLET,

6-2-5. XML Device Control / Scanner
“Test Device”h V& TE, AFvF—(USB HID Keyboard AZ)EDIERREEELET, AX v —LDESES
R TEBWNME AL, 75— M AyE—U(“Test failed”) 2T IIHICRRLET,

6-2-6. XML Device Control / Speaker
USB AE—N—& &t LK BE T “Test Device "IMAVER| T EA UV A—TI—AR— RICHON UHEEFRSN TS E
(FrA L) BNBESNET ., USB AE—N—EDEREER TELGIMEE [, 77— PAvE—IJ(“Test failed”)&T5
DHICRTRLET,
COMBEZEARBHICHEVCENENG S, BEFTERVEDELSLY,

6-2-7. XML Config
—HBDEEEIEEE—ECHRTETIMEETT,
£ U<I&. TCITIZEN XML Config H—F A JavaScript Config SDK 7OJS LY =17V 1S BES,
IHE EAE R EEE BTLiL]
Timeout for connect 10 5~180 MIBBHIRIF B DA L7 MFRE

6-2-8. XML Settings (7 7 —L™ T 7/A—2 3 > V 2.45 LIEDH R R)

= MEAE | REHEE & BA
HTTP Keep Alive Disable | Enable & XML H—EAF|AHIFIC HTTP Keep Alive &
Disable FERALET,
HTTP Keep Alive Timeout 5 5~30 HTTP Keep Alive BXIEEFDAA L7 SRS
HTTP Keep Alive Max Requests 100 | 1~100 | HTTP Keep Alive H#EEFICE—IRD Y3y
NTEETEIRARIIVIANK
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6 XML FJI « JE24% 25 i e
|
6-2-9. Submit / Reset R4 >
SRELEREIE. BEETEO”Submit” R &L . Maintenance *~1—0"Save & Reboot” RAVERL ., K—
FEEEIZ(CHEICLDET,
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6. XML Flll - 2t as il i b e
L

6-3. STATUS>>Service Status # 7

System Status Network Status Wireless LAN Status Printer Status ﬂ Request Print
Service Version: 2.0
VCOM #1
Status: Disabled
Port Number: 9200
Type:
VCOM #2
Status: Disabled
Port Number: 9201
Type:
HID Scanner
Status: Disabled
Port Number: 9210
Service Version: 3.0
Port Number: 8080
Service Version: 12
Port Number: 8085
LineDisplay Status: Offline
Scanner Status: Offline
Speaker Status: Offline

XML Config

Service Version:

3.0

CCICIE. Service 37 L DR FEEEDHIOEFIRELGEERMUET,
Media Converter B ZHEEDH Websocket URL BNFRRESNFET,
(77 =27 =T R"— 3V 2.45 UMD HFKR)

System Status

Wireless LAN Status Printer Status “ Request Print

Media Converter

Service Version: 20
VCOM #1
Status: Offline
Port Number: 9200
Type: VCOM
Websocket URL: Link
VCOM #2
Status: Offline
Port Number: 9201
Type: cbc
Websocket URL: Link
HID Scanner
Status: Offline
Port Number: 9210
Websocket URL: Link
Service Version: 3.0
Port Number: 8080
Service Version: 1.2
Port Number: 8085
LineDisplay Status: Disabled
Scanner Status: Disabled
Speaker Status: Offline

XML Config

Service Version:

3.0
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7. SSL/TLS #gE /

7-1. BE
SSL/TLS ®IGDHE
2YRD=DECRNDBIET —ADE 3 BICLDEEE., HSh. BNTHELERCEDICE., BEILBENBLECE
NFET, BEELBIEDEMEELT SSL/TLS ELVSTAMIILHIZE#EEL>TVET,
Web 7—5 XML T—ADEZAE(CIF http O FLERI A LETH, ENE SSL/TLS (SIS LIZHDHY https T
T, RA TV A—REDEIEE https TITIIHFEFTIVA—% SSL/TLS [CRHIETIHENHNET,

SSL/TLS Xf I DL E

SSL/TLS TORESLBEICE. TN ER M EAAE (LI TERMRE) MR EICLENET ., ELAHEE
Y—N—DMRFL. D172 MUDEDIIBAE RSB TEILDEMER. FLEKETHIET SSL/TLS (CLDHE
FSLBENATREICHNET,

ELAHECELMRIERBCANERULLOEB AN RIERELCERA VLB EERAMHENHNET,
BCELMBHENSES. D317V MITIEAEMERE TESLERE TS L TEEL LIRIETESLIICHNE
T, EDHIC. K= RICEREOLEHDEFEHRENEEINLTFMIVEIIAR— T IHBENHIET,
NHRROEZBA M ESNEELABAEEIVR— LT LNEF21T7HBIEETIEL TEET,

AR—PFEBEDH—N—CEIPERMAEDERDFIENEWNCINT
SSL/TLS BE&93(CId. BAFEFAZI7PMNIVERBROI7MIINBECENFS . BEDT—/)-TINo
EEBIBHORINEFIRIE. LTFOEENTT,

1. EERAEEERTIHBENWEREER

2. G, BEFOHAEREAANL. BEEOWMERTERLAEMMLTCSREGIAEERVIIANEE

B

3. HFEHEII CSREZLRBICIRE (BELRLIRFEFEOABLLECRIR. FLENEOLAHERIR)

4. ZLZBEF. BEEOMERICLDIERE CSRICHHEULIAZEZERK. BEFEE(IORE

(RESNEZZRIRICLN. BECBLIMHAE. L KB LAMEBELRECES)

5 HEEAE. BEEANEEHEIMIIECEHEORERI7IVERE. BB
AR—RCERSICHEROCECRIBBENRAESNTED. BECERMHELEFEIZEE. LREFIE 2 @
HABBROANLIEITIZNTEHET, GHEFIER 7-3-1 BEELAAZEVEREIVAR— 2B R)
— A KXR—RFCMEBELIRAEZEIGEE. L1104 FTOFIEZLI-F—RITIT>TIEE. FIES DL
MR RNER T EMRAEIPMIVERBEEOMBZROIPMIINERR— RCERDAAKRE. BEBET IO E
BNFET, (Kih— FEFBEFRBAA-YV-NCBETHELCBEEZLMHASEAMEBE R IIAELRKICRR—
RICERDALCEEATRETY )

SERAEDEARE
ZLAEZECEADEARNHD. AR RNICFHUVWARICEFHFITZULENHNET, HAREFEFH T3LHDE
EEAESNTLET, XML Config #4EERFE>T. XML 771 I ETUIA—|EBRTETRIHTTEEL TEET,
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7. SSL/TLS Hhe
SEBAE QL LIEDENDERARCOLT
FSEEREZHITT 2RI BERBAZEDARR— FTCORDKRVNAE LT ORBNTY,
A. AEREERAE : JUVA—NETER . RESNECERIHE
B. O—hILEEBRE : O— Wb Ry FI—D EDFARIGREE (CA) (CLBELEBAER/VR—MLEZLO
C. AMIGERAE 13—y b LORKIZREER (CA) [CLBERIBAEZM UR— bLELD
LIROEDRAN ABC DEDEAZEICERATHNE, LLTD&ENTT,

= A. NERREERE B.O—NILiEEAE | C. AMIGERAE
7-2-1 B B B
7-2-2 B

7-2-3 B

7-3-1 B

7-3-2 B B

7-4-1 Z4 Z4 Z4
7-4-2 B

7-4-3 B B
7-4-4 B B B

D_jJ)LEIEEﬂ%(L(is aits nIEJ‘J.%-U- l\ tnu\nIEFJb\l_.‘ Lliﬁ Aits nIE-L-J'%'U- )\ tnunﬁ%b\gljhiﬁAb\&oasj-
TDERBEEDFHANZETINLBINIGEZLEBVDT, CCTREALTHEE A,
ERULERTEIIOYRECLD. 20 2 DDOEBETHENHBIEZENHNFET,
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7 SSL/TLS e

7-2.CONFIG>>SSL/TLS # 7
7-2-1. SSL B FEmE

General Wireless LAN Service SSUTLS Request Print User Account Maintenance
SSLITLS Setting
Servics O Enable @® Disable

Protocol ®TLS 1.2 OTs1.3

[
3
|

Server Certification Self-Signed Certificate v |
Self-Signed Certificate

J ] ]

ICA-Signed Certificate
CA-Signed Certificate File T7ILZER |5§.1R¢h.T WERA
Private Key File | D7 OVERIR |#RENTOE A

Note: Only unencrypted files are supported.

oot S

NSSTEY  —pyp—
SSL/TLS Setting

Service
SSL/TLS #REZ AT INERELET
Protocol (7 7 — LD =7 /N~ g >V 2.45 LIFED 3 FKoR)
BIEFICERTS TLS 0/—JYavEERLET,
Certificate Setting
Server Certification
Self-Signed Certificate( H 2 & & SEB & ). CA-Signed Certificate (CA ERZFHE) DFHbH.
SSL/TLS BIETHEMTSAZEERRLET,
Self-Signed Certificate

lCreate JIR3 Y
[7-2-2 BEEERIAEFAEE] (48 R-I) ERTLET,

Update J1RA Y

[7-2-3 ERHAEREHEERIF-! ERITHROMFLBA, 1(49 R-I)ERTRLET,
[Export JINAY

DIATI MY =N—1EREA VAT ILHDEREZI VAR FLET,
MREEHOSEEFEAVANITETT,
Delete JIRAY
ERESNBE CERIAEZAHIRLET,
CA-Signed Certificate
CA-Signed Certificate File
1VR— bR RMBZIRAETPMIVEERLETS,
Private Key File
1UR— T IMER TN EERLET,

lNmport ]R3
BIRSNEIEIAZEMBZERETI V(L1 UR—FUET,
[Delete J1RA Y

AVR— SN EEAEE R R EHIBRLET .
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7. SSL/TLS H#&6E
|

7-2-2. HCERIAESEREE

General Service SSLTLS User Account Maintenance

Issuer

Common Name * [192.168.1.100 |

Organization Unit | |

Organization™ |CITIZEN SYSTEMS JAPAN |

Locate | |

State [ |

Country * |.JP | 2 characters

Validity (Not Before) * [2020/04101 | YYYYIMMDD

Validity (Not After) = [2021/04101 | YYYYIMMDD

Internal Certification Authority

Validity (Not Before) * [2020/04101 | vrrvmwop

Validity (Not After) = |2049112131 | YYYYIMMDD

* mandatory field

[omte

Create Self-Signed Certificate
(Certificate Settings T CA-Signed Certificate Z:BALHSHETIZIRLTT, )
Issuer
F-N-ZEE T3 (EEE) CEATIEHROANBETY,
Key Type
AEAEEER T ARFICERTSERVITVALEGERLET.
Common Name (#)EA{E: ERAFDIP 7RFLA)
TV —=N—=0 1P 7 RLAX FQDN (£ &8h FAM V%) EAHLET,
Organization Unit
EEMRBOSER TAHALET,
Organization (#)EA{E: CITIZEN SYSTEMS JAPAN)
EEREA EANLET,
Locate
EERBOMEh (TRETH) ZAHNLET,
State
EERBOREM (HERER) EANLET,
Country (#HA{E: JP)
EEHEBOmEM (E) ZAHALET, PILI7RYE 2 XFOEZI- FTAALTESLY,
Validity (Not Before) (#)#AfE: AH1R8)
SEAERVHEOREE ZAALET,
Validity (Not After) (#)HAfE: ALB®D 1 F&)
SEAEEMHFORTH ZAALET,
Internal Certification Authority
EAEEHICEATIEHMOAARTY
Validity (Not Before) (#]#i{E: A/ H)
SEBAENEHZITVEVEIFORIG B ZANLEYT . SIBAER AR LDATIN B 42182 L TZEL,
Validity (Not After) (£)HAfiE: 2049/12/31)
SERAZENEHEZTVEVEFEOKRTHE EANLET, SEAEEDHMLNERO B FHEIEEL TS,
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7 SSL/TLS #8E
|

7-2-3. ERIBAE R HE MR

General Service SSLILS User Account Maintenance

Update Self-Signed Cerlificale

Common Name * [192.168.1.100 |

Organization Unit ‘ |

Organization*® ‘CITIZEN SYSTEMS JAPAN |

Locate ‘ |

State [ |

Country * ‘JP | 2 characters
Validity (Not Before) = [2021/08/01 | YYYYIMMDD
Validity (Not After) * [2022105/01 | YYYYIMM/DD
Internal Ceriification Authority

Validity (Not Before) = 2020/04/01 YYYYIMMDD
Validity (Not Afier) * 2049/12/31 YYYY/MM/DD

* mandatory field

Cancel
Update Self-Signed Certificate

(Certificate Settings T CA-Signed Certificate Z:BALHSHETIZIRLCTT, )
Issuer
Y-N-&EE T (FEE) (CEATIFHROANRTT,
Common Name
TUUM—=)1—D 1P 7 RLAX FQDN (2 &4 RAM V&) EAALET,
Organization Unit
EEMRBONESR EANLET,
Organization
EEMRBS EANLET,
Locate
EEMBOMAE (MXETH) EAALET,
State
EEMRBORAEN (HEFR) EANLET,
Country
EERBOmMEM (E) EAALET ., PILI7AYE 2 XFOELI-FTAALTLZEL,
Validity (Not Before) (#JH#A{E: A7 H)
SEAEAMYMORIEE EANLET . GEAEEHNATRRGHAR RO B A ERE L TESLY,
Validity (Not After) (()HifE: ANBD 1 F1&)
SEAEAMHMORT B EANLET . GEAEEHN ARG HAR RO B A ERE L TESLY,
Internal Certification Authority
EBAEEHICET 3 1EHERTLET,
Validity (Not Before)
SERAEEHN AT RE G I ORR E ERTULET,
Validity (Not After)
AAEEHNATRECHEOR T B ERRLET,
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7. SSL/TLS ##e
|

7-3. B ERRAEXFRA L= SSLTLS BIEZXE®IZT S5 FIE
7-3-1. BECERIIAZEDERET Y RKR—

1) F750hBHR—FED IP 7 RLAICZDEALTT S, 2) "CONFIG 37 &:&IRLET,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

Welcome

= Click STATUS to show LAN board status.

+ Click CONFIG to change the setting of LAN board.

3) User Name, Password Z A 1LT. SREEMEICADET,
(¥)EAME : admin / admin, Ver2.57 LIIE(F)SAD— FEEEICRETILELHDFET, )

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

User Name: || |

Password: | |
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7 SSL/TLS e

4) EE IP ZBREL T, [Submit IRAVZEIRLET

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

-1 | — Service SSLTLS User Account Maintenance
LAN board name |Net Printer | 15 letters[max.]
TCPIP

() Obtain an IP Address Automatically
(®)Use the following IP Addre
IP Address

Subnet Mask

[192.168.1.30
255255 2550
[192.188.1.1

UPnP ®) Enable ) Disable

Print Settings

Raw Port Number |91l][] |

Timeout for print data [180 | 0-6553515econds]

Action at Timeout (® Close all connections ) Move to next connaction

5) TSSL/TLSIAT%HZEIRLT, SSL/TLS X EE@EICFE>TTELY,
6) [Create |/R3VEH LT, BCIBAZEFEHMAAEMEICAO>TTIEL,

LAN board CITIZEN SYSTEMS

HOME | STATUS

| CONFIG

General
SSL/TLS Setting

Wireless LAN Service

Request Print

User Account Maintenance

Service O Enable @) Disable
Protocol ®TLS 1.2 OTLs 13
Certificate Setting

Server Certification | Self-Signed Certificate v |

© _.-oignea ue. “ficate

= )

Cn-CI5~7 Tliunicate

CA-Signed Certificate File | 77 )L &EIR [#RSNTWEHA
Private Key File T7)VEER [BRE=NTOEFEEA

Note: Only unencrypted files are supported.

=N

BN

Copyright ® 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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7. SSL/TLS ##e
|

7) Common Name (., B IP Z A AULTLIZELY,

Validity (. R¥IDELOHR— RICRFTSEHAZOENHMET. 2 BEEOLONIDAR— T3 T71IUICHE
SAMHARERNFT  EXAMICEETRETY,

&) Validity h' 2 B 0 Validity OEAEISMIERESN TLBETIF—EBNET,

8) Create IINAVEHLTTELY,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service & Reguest Print User Account Maintenance
i
Issuer
Key Type

Common Name * 64 letters[max.]

1192.168.1.30

>

Organization Unit 64 letters[max.]

Organization* [CITIZEN SYSTEMS JAPAN 64 letters[max.]
Locate [ 128 letters[max.]
State [ 128 letters[max.]

Country * 2 letters
Validity (Not Before) * ‘ 2024/07/11 YYYY/MM/DD
Validity (Not After) * 2025/07/11 YYYY/MM/DD
Internal Certification Authority

Validity (Not Before) * 024/07/11 YYYY/MM/DD
Validity (Not After) * 2049/12/31 ) YYYY/MM/DD

* mandatory field

:

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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7 SSL/TLS e

9) TOKIRAVEIMULTT S,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG Logout

General Wireless LAN Service & Request Print User Account Maintenance
Create Self-Signed Certificate

Create Self-Signed Certificate success.

Change settings will be not effective unless "Save & Reboot" button in "Maintenance" tab is pressed.

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
10) SSL/TLS Setting M Service T “Enable” . Server Certification T~ Self-Signed Certificate” Z#ZE R LT
AN

11) TExport IRV EH LB CAEBAGEAZE 771 VERELE T, F7M LTIV ADIUIR— FCHERALET,

12) TSubmit IINFVERLTT S,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service & Request Print User Account Maintenance
SSL/TLS Setting

Service @ Enable O Disable
@ 2

Protocol OTLs 1.3
Certificate Setting

Server Certification | Self-Signed Certificate v |
Self-Signed Certificate

Update

CA-Signed Certificate

CA-Signed Certificate File | 77 )L &EIR [#RSNTWEHA
Private Key File T7)VEER [BRE=NTOEFEEA

Note: Only unencrypted files are supported.

=N

Copyright ® 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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13) ['Save & Reboot |[ZH LT T &L,

LAN board

HOME | STATUS | CONFIG

General Service SSUTLS User Account

‘
Save & Reboot
R —————————

Factory Default
Firmware Upgrade

. Maintenance

CITIZEN SYSTEMS

14) TYes| KAV T, RIF & BEE ZITOTTSLY,

LAN board

HOME | STATUS | CONFIG

General Service SSUTLS User Account

. Maintenance

Save & Reboot LAN board?

LAN board will be disconnected from the network for a while until it reboots successfully.

—| i

CITIZEN SYSTEMS

R— BRI I THHEIE BEBRIC. REXENRBINET
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7-3-2. 75 OYTOBEZERMBHED A > 7R— kDfil(Chrome)

Chrome DFREE®E — M NNV—tF1UT1 — £FaTq — MEEAEDEE 1 %:E&IRLET,

@ hitps//192.168.1.30 x & px x +

C ® Chrome

chrome://settings

BRNSD v OE—HIC TRSyFI8E] VOTAMERRTS

BEXUVBEERFUTVINEDINONRIEEY 1 MNIKAITS

R=-TETUO-KRUT. BEEBRETE

= (=~ NSO

<47

=7t

LVBARE Cookie f'EENEY

ERBOER

HTTPS / SSL IS

Y4 boRE

Oz 794 MNCEREZKFTITIMMY, BRUTSSVILFOVERRUET

Q 754)—EFa U7

g RWART -S5O

RS, Cookie. FruZ aRREEBMRBRUET

L]
2,
\J
N
(

]

& o8 a5

T 3-Y-memee

Q saFa

D Uty hePU—TYT ANTZID

o

X

MERESNZI— MEEBARBI 1A T & EIRLRBEE T TMUIR— MRV EHRLET
FHs X

Ea9(N): <FNT> ~

EA  E0A FEERASREEN-HIBREE _EEshiRan EESNGLETT
TR ETE EHEBEE  JLUFUE "
[ AAA Certificate Se...  AAA Certificate Servi..  2029/01/01  Sectigo (AAA)
@AddTrust External ... AddTrust External C... 2020/05/30 Sectigo (AddTru...
@ AffirmTrust Comm... AffirmTrust Commer..  2030/12/31  AffirmTrust Co...
[5lBaltimore CyberTr..  Baltimore CyberTrust..  2025/05/13  DigiCert Baltim...
Sl cCertum ca Certumn CA 2027/06/11 Certum
=] Certum Trusted Ne... Certum Trusted Net..  2029/12/31 Certum Trusted ...
[Z]Class 2 Public Pri...  Class 3 Public Primar.,  2028/08/02 VeriSign Class 3 ...
@CDMDDD RSA Cer.. COMODO R5A Certif.. 2038/01/19 Sectigo (formerl...
5] Copyright (c) 1997... Copyright () 1997...  1999/12/31 Microsoft Times... 9 |
[l D S = GOy P W - St Oy g T~ PR

THA—ME)... BIEz(R)

SESEA)

RS ER

i
i
=

EL3(0
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|

TR JEERLET

£ EEABmOA vm-b 2 -F

EAZ DS VK- D4 -F ORI

I094-FTiR. RS ARSEEYAN BUERSENUAMNET A RSN -
L&7.

AR L-TRITENLANASE. 1-T- DEREL. T-7ERELLY. FEREFVFTRE
ShiFy -7 ERERETILDOERESATLET. ARSANTR. ASFEESNIVAT
LEDHEHTY.

STTIE RN I U9ILTGE W,

RAN) 22442

7-3-1 TIHAR— LB ERIEAZEI7MIVEREL. RN IEHLET,
by

€« L AERSOUR-R ok

AyH- SRR E I

A -3 377 LEBEL T,

T N&(F):
CHOTIZEN¥CitizenCertificate.crt | ZE(R)... |

EE ROBHEEIE 1 20T MCERDARSERETERT:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 EEEAS (.P7B)

Microsoft UFIMLShIELRSART (.55T)

[z )| #wvel |
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TR JEERLET

« & FHEsSo vR-kof-F

HEREAL?

SEARALTE. ARRSRESNIVATLEOSEETT.

Windows (SIS AMFESBNICERSEI). AASOERERTTILHITERT.

QIEBS0EACEINT, SBEIASAMEERTIL
AEET A CRDANFLEET 2(P)

THREANT:
fEmEnL - MEAEEE | =BER.

RAN) s au’

ST IEERLET,

€« L AEESO MR- o4T-F

FEAZOMVK-k 24 -FORT

[T &9 2L, AASHM-ManET.

ROFEFEEINILE
1-T-AERLETFAS AT R e e
=S
Jrill& CHOTIZEMN%¥CitizenCertificate.crt

| =7 || #weL |
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EFIVTAEENHELNZVNIZIRLTC, SEAEDI VA M-I ER TSEBET, CNh(CED, TIVA-DBEE
REEAEN EESNIT)L— FEEBARR " (CEFSNE T,
AERE ®
BAT(N): <FAT> £
EA  E0A FETERE SEIALI-HFIBHEE EE:niETn EBEIhALEAT
BT EITE =HEE  ILYF)E "
S AAA Certificate Se...  AAA Certificate Servi..  2029/01/01 Sectigo (AAA)
5 AddTrust External ... AddTrust External C...  2020/05/30 Sectigo (AddTru...
S AffirmTrust Comm... AffirmTrust Commer..  2030/12/31 AffirmTrust Co...
5 Baltimore CyberTr..  Baltimore CyberTrust.. 2025/05/13  DigiCert Baltim...
Sl Certum CA Certum CA 2027/06/11  Certum
L=tCerum Trusted Me... Certum Trusted Met..  2029/12/21 Certum Tuoreth:
< ES CITIZEN IF1-WFx6... CITIZEN IF1-WFx619... 2049/12/31 <¥l:
gy Clazs 2 Public Primar BL02 eriTe]
[5/COMODO RSA Cer.. COMODO RSA Certif..  2038/01/18  Sectigo (formerl... y
e I R W R T ¥t 3 [y SR P S ¥ ' Aree Fa s F L SRS < i
AV | | TIAMHE- sIE(R) FEZEMR)
AFRS0ERT
<FAT>
F(V)
EL30

CNT. 2D Chrome ET)UA—DREITld, ZEEUIC https (Z£P SSL/TLS BIENEIREICHDET,
OIS TERERMDREILFIBERDET,

x
AR—FhoIDAR-FLEBEERMHAELHEIG SR EENHBVLICTRICRIIOFIEOLIICT S0
CEISGREAEEM UR— M RREABHDETH, I- Y —hER—-FEQRICABLZEEERAAZTTHNE.
NHERASCLRAZRCECER AT ERECYNCARR-FCEBRIHIET, IIVYTECEIRAEE
AUR—FUBCTHE SR OLIICEDET  FHMICOVTE, BREVEHELZSL,
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7-4.SSL/TLS.,

AEBAE BRIk

7-4-1. SSL/TLS @{E4LH

TCP/IP N—YaY TCP/IP v4
SSL/TLS N—Y3v TLS1.2(SSL3.3), TLS1.3%
775 —vay FOral HTTPS (Y—/\—325)
TCP &{E K- &S 443
Xt IS E BCE4LHE

CA EZIIHE
ESAE7ITUZ L IAES 128/256
INSVEVS = Uy IN SHA2-256/386%, SHAT
B A RSA. DHE. ECDHE
E4 7TV L RSA. ECDSA*

BiR—brF3EE A1
TLS1.3 ®FIATREE (TI7—LII7)N\—Jay V 2.45 LIEDOH XTIE)

X J7— LI PNN—J3av V 2.45 LIEDH 5t it

EBEIELL BB A1—F

1 TLS_AES_256_GCM_SHA384

2 TLS_CHACHA20_POLY1305_SHA256

3 TLS_AES_128 GCM_SHA256

N ECDHE

g
DHE
ECDSA
EZZ

RSASSA-PKCS1-v1 5
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|

TLS12 #F| 9355
BEIES |BEESAS—

1 TLS_DHE_RSA_WITH_AES_128 CBC_SHA

2 TLS_DHE_RSA WITH_AES_128 CBC_SHA256

3 TLS_DHE_RSA WITH_AES_128_GCM_SHA256

4 TLS_DHE_RSA WITH_AES_256_CBC_SHA

5 TLS_DHE_RSA WITH_AES_256_CBC_SHA256

6 TLS_DHE_RSA WITH_AES _256_GCM_SHA384*

7 TLS_DHE_RSA WITH_CHACHA20_POLY1305_SHA256
8 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

9 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

10 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

11 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

12 TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384

13 TLS_ECDHE_RSA WITH_AES 256 GCM_SHA384*

14 TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

15 TLS_RSA WITH_AES_128 CBC_SHA

16 TLS_RSA WITH_AES_128 CBC_SHA256

17 TLS_RSA WITH_AES_128 GCM_SHA256

18 TLS_RSA WITH_AES_256_CBC_SHA

19 TLS_RSA WITH_AES_256_CBC_SHA256

20 TLS_RSA WITH_AES 256 GCM_SHA384*

21 TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA*

22 TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA256*

23 TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256*

24 TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA*

25 TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA384*

26 TLS_ECDHE_ECDSA WITH_AES 256 GCM_SHA384%

27 TLS ECDHE_ECDSA WITH_CHACHA20 POLY1305 SHA256
¥ T7—LII7N=U3Y V 2.45 LIEDH ¥
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7-4-2. BCE4A

AEBASEED T

7 SSL/TLS e

Web YX—IUvEEICHLEEBZAN, BETIELLIN. KR—FLTERAABEHIT. RE. IVAR-H
FBENTEET , TIHHFRFCIHFERAZFRIHNEE .

HEERHAEANIER
Field 15 H FHEE EFARTRER X FERE S A X FH
Key Type RSA RSA. ECDSA* M35\F N h -
FAEBXF. FHAR-A,
1€V x—L (CN) ERIP7RELVA T =7 NI2.77 Ryb 64 XF
(IP 7 FLALSYD A 18]
EEHBONEL (ZH) 64 XF
Issuer Subject (OU) FARBXF. FAAR-A,
iE =i (0) CITIZEN SYSTEMS  [,” VR, "+" T3A, 64 SLF
JAPAN R AY PV V) R
EEHEBOME: (ZEB) “/7 AZvva. " PUH-2T7. (128 XF
i X BT AH(L) (" ol )" BLHC
EEHBOME: (ZEB) 128 XF
&R E AT IR(S)
EERBOrEL: EJP FAIEF 2 XF
(C)
Validity 2049/12/31 FT(&, YERKYYYY/MM/DD
(Not After) BEFD 1 &k (2020/01/01 ™ 2049/12/31)
Validity 2020/01/01 F(FVERIYYYY/MM/DD
(Not Before) B (2020/01/01 ™ 2049/12/31)

BCE4EHAE EEFR

X J7—LOI7IN\—T3v V 2.45 LIBOH R
SEAZEDERTHRESNZZOMDIER I TERORDIIICANINTVNET , I—F—(CLBEBIITEE A,

Field 15H [E] 7 &
Certificate Subject Alt Name DNS Name 1t %*—L(CN)
IP Address QEVA—L(CN) JEVR—LNIP PRLADIGE

Certificate Key Usage

Non—-repudiation, Digital Signature, Key Encipherment (a0)

Extended Key Usage

TLS Web Server Authentication (1.3.6.1.5.5.7.3.1)
TLS Web Client Authentication (1.3.6.1.5.5.7.3.2)

Certificate Basic Constraint

Subject Type End Entity
Path Length None
Constraint
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NERREERNDE R (FEEBRET7M LD ITHAR— b

E4 7TV L RSA ECDSA*

na bl R ) Base64

Hh5EF .crt

N—3y \&]

VNEEE RSA 2048 bit ECC 384bit
EZ7ITVIL SHA2-256 with RSA SHA2-256 with ECDSA

7-4-3. CAELIIAEREDLHE
AViR—FrL. EHTE? CA ERIBHAEDEHRIT. TERDERNTT,
SEBAEE MR BARTP(CH- TR IR R LI L TL UIR— FMEIT TLRESLY,

Fe BTV MEBOIEY R —LCNDRBT ANSN TS ZHETELTT S,

X J7— LI PNN—J3av V 2.45 LIEDH 5wt it

CA ERIHE .pem FZ3X / der X
T s 52 key 2

(SAD— RREE FERTIE)
EEAL7ITUX L IAES 128/256
INSVEVD = Uy IN SHA2-256/384%, SHAT
EALT7ITIZL RSA. ECDSA*

7-4-4. REINF-IAZEOIHBEAREET - 727—L7 77 v TT— FEDHRKL
CONFIG>Maintenance 37 M Factory Default DLIERITHNLEFICIE. &
TEEBAZEZHIBRUET , Firmware Upgrade DMLIBHITHONERFICE, FREEEBEZINEIIAZ I EFSN

ig-O

X I7—LII7 N3V V 245 LIEDOH TR

ax ;&
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8. U TR MEIRItERE /

8-1. =
DT A FENRIHEEI . Web H—N—D BT A—ADEIRIERIET 3-HCNE(CH 2 HEETT,

RENGFIEIUATORITT,
AiR—FRlE Web H—N—ICxf UEHABICEHIRI T —3BREENDET, —FH . Y—N\—E BRNFLOAIR-FIC

MU EZTIRENDD, U—N—([CERT-INFET IHEREICEICHRT-3EEHET .

1EHE D XML Print EQRI o T X MHIRI
Web H—/3\— Web H—/3\—
7I)r—ay 7I)r—ay
A A A
. ENRIT—%
ENRIT—% FIRIAESR aRF—5| | samr ORGSR | | PRER
%1 S R o wE | | ZERE
\ 4 \ 4 \ 4
1JHT ZRENRI
XML Print H—E X '
XML Print H—E X
N 7
> T e
ENRI (A2 R3—D1—RXHKR—FK) ENRI

COETE, Aik—FRIQUDIZ MENRIDTHDERFEICOVTERBALET .
ERMISE. HROT—3E XML REBDET , WA TEETIAVE-IYOBABEIOVNTIE, FlEAES

NEVDIAMNRIOY S5 —XI 227N eSS,
Web H—N—ICERELTTENHEEZ TV TILFV M RESN. RYIa7ITHRE AELGENRBAINTNET,

Web H—N—ITxt UCEIRIT— R E R 2 X 21 EEI . LT ORBNBLSNIGECERTEEY,
TUU5—h XML #REE S IR— FULEEETILTHBCE
77— Lo17N—Yavht 2.30 LLED IFx-EFX2 hiEfRSN T3 L
TIVR—=DT7— LI 7 IFx-EFX2 E DR E S R— FLIEL D THBE
NoDEENTELZEINDE Web YRr—Uv £, STATUS EMEIC Request Print 47, CONFIG EEIC Request

Print 37h%, ®RENFET,

63



8. U 7 = x MEIRIKERE
[

8-2. CONFIG>>Request Print # 7

General Wireless LAN Service SSL/TLS . RequestPrint User Account Maintenance

Request Print O Enable ® Disable
URL \ http:/fexample.com/test.php | 2048 letters[max.]
Via Proxy Server O Enable @ Disable

Proxy Address [192,168.1 00.190 | 15 letters[max.]

Proxy Port |8080 | 165535
Interval [10 | 1-600[seconds]
ID |00-11-E5-0A-4A-12 | e4lettersimax]
DNS

DNS1 |8.8.8.8 | 15lettersimax]

DNS2 \3_3 4.4 | 15ettersimax
Basic Authorization O Enable @ Disable
User ‘admin |
Password [ ..... |
Number of allowed failure before waming [0 | 0-100(Set 0 to disable this function.)
Beep for warning O Enable ® Disable

BN T

Request Print Settings
Request Print (#]HA{& : Disable)
UDIAMENRIHREE R RCT INERELET,
URL
DDIANEDY—)N—URL ZAHLET,
Via Proxy Server (#]HA{E : Disable)
TOF VR EEAMNCTINERELET,
Proxy Address
TOFIY—N-0 1P PRLAEANLET,
Proxy Port
TAFIY-N—-DR—+EeANLET,
Interval
Y—N=ADIDIAMEATIRREA NLET,
ID (#)HAfE: KA VA—T1—AiK—FOD mac 7 KL A)
UDIARECEE T HEMAKHER - FEANLET,
DNS
UDIA ST SIS DNSI. K& DNS1D IP 7 RLAZA D LET
Basic Authorization Settings
AiR—FHBIE TS Y—/)\—h' Basic FBAEERTHI5E . BB BSETRIETHENTEET,
Basic Authorization (#]#{& : Disable)
UDIARSEY—\—IC Basic ZREIDERIFMEEXET N ERELETT .
User

Basic BRI CERTS1-——REAHLET,
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Password
Basic iR CEAT 3/ 20— FEA K LET,

Warning print for failed Requests

UDIAMEDT—N—EDBENTERNLIZE | AR— FRIBEDRKZHRPE-TETBITEEY,

Number of allowed failure before warning (F)EA{E: 0)
75— LERINRTSNZETOERLAR BB EAALET,
0 ZANUEIGE . 75— LERIREF EIIELGNET,
Beep for warning (#)#{& : Disable)
75— LENRIE QT Y - HEEE B MCT I ERELET,

8-3. STATUS>>Request Print % 7

System Status Network Status Printer Status Service Status | RequestBant

Request Print Settings

Service Version: 1.0
Status Disable
URL: http://example com/test php
Proxy
Proxy Address
Proxy Port:
Interval: 10 sec
ID 00-11-E5-07-4A-6A
DNS
DNS1: gass8
DNS2: 8844
Status Disahle

User: admin

[Wamning print for failed Requests
Mumber of allowed failure before warning: 0

Beep for warning: Disable

CCICIF. Request Print 37 E DEREE R DR DEIREREERBULET,

8-4. LR TLOJEIRI

U7 A NHIRIBNE S 7280 ICEE Lo 7256 AR — ROV AT Lu V2R + 52 &
TR OMEBN TE D AREMEDR BV 77,

BE T 7 =2 MR 0 7 S5~v—A~v==27 /) ® 5 & [J 272 NI ER] 7o he
2, VAT LA ZHROBARS Y £F 0T, ZRLTIEEN,
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