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4) RAVRA=TI—AR—FDAVA—=J71—2AARDA—-%TUIA—AER
([CBHBAVB—TI—AOARDE—(THEHELET,

5) FRITITUVA—CEELFET,
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3. *y I —VBREDKRE L HEZDDEE

3-1. 1=

KAVR=J71—AR—Fl&, TVA—DFRFEERFRICRY M) —DICER- BIETEHDRY NI —DEREDEEL
ROBENBEILBDET,

KiK—=FDT7—LOIPDN=Yavit Vv 257 LIEDHE . #IEIERERIC Web YR —IviEHRTI—H—/)I1A0—

ROBREEITIDENHDET

2 [@ B LIEOFRY R =D OIHDRE X EDLHICE. 3 BEOFTENABINTNET,

Web Y%—3J¥
TI3OYDhoERAVI—TJ1—AR—RICESE LT, EHOR EEEHI LR EEITVET,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG Logout

Welcome

= Click STATUS to show LAN board status.

= Click CONFIG to change the setting of LAN board.

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.

NetToolK

Windows QDB RAY—ILh bR VA—J1—AR— RICEHK LR EEITVET,

TRATHA Y- AL

) uzbams ',\ Web FSTFTRE Eﬁ)! LAN K= FopiiE

i Net Printer
Eh- g LAN PSR
* EF)LEIF-WEE
e N—alEBI5A2
o STLEST 000123
: * MAG 7L 00-11-e6-07-68-25
£-#, TCRAP AT —42
§ b e TP TELA192.168.1.100 (Static IF)
® Ty T AL 266255 2560
* F—br:19216811
- ® DHOP #=){—100.00
i * U—B5RE: 0 second
-3 EER LAN 2T -5
~ @ S50 ap-pe-1234

+ BSSID: GRIGAZE7T514B

* FrURILEFIN

- o BEAAF AL ITASIF
il U5 Excellent

il 125380 Excellent
- ® 23al) T4 WPAL-PSK
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3%y MU — 7 BEOEH L HeB O
XML Config
ARAVA=71—AR—RIZIE XML e DT —3%E B ETR— FOMBEDREFNTEET,
SE#BIL . XML Config FAD SDK DI Za7 I ESBIES,
COMEERNY YT TNTSLELT JavaScript & Excel VBA IVANAEINTVET,
COEBEDHA LT FDERTEH, 6-2. CONFIG>>Service 3FICEELTNET,

NRIVIREYDIZEICED, IBIEDHREDHEZ LR EERNATEETT,
NRIVIREYDERBRE IR — I ES IS,
Fr AVR3—J1—A L0 LED (CGRERBE DRI FEZR TEXT, 3-5 LED [CLBRERTIES LI,

TE

I7—LOI7 D7 YT T— NEfTIHE R, T7—LOIPD7YTT— FOBRIRE ., PVTIT - MR EICKR T T3FT
(&, TUVE—DERUIET LR E VI e f (T X TZS LY,

I7—LII7D7YIT— eI E ] BALDIELWI7—LAVIT7 TR AF IR ENHNFT,
I7—LOIT7DT7YTT— MELATONGEIMGS . KA VA—T1—ARN— FHEE LB 3 T REEN HDET .
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3%y NU—VRIEDET &R OEAE

3-2. INRILRE D DEE
BAUB—TT— AR~ ROBAEG . ARESSRILDISRIVRAYTITVET . A VR—TT— AK— RO FE 8RN
RILED . MIEBRECRLENT BN TEET, (3B IF1-WFx6)

%@ Lo O@@).C

10/100BASE O O I SW

IY*)LT\’SU

B (UA—J1—AR—-FEEHTS
TIVA—DERZANET, BRERNATHL, 5 20 FEICKRS VA—J1—AR— ROBMEN B LET

B (V3—J1—AR— FOREIFHRENRTS
lﬁ?)l«‘l’x&/’&?ﬁ%i?ﬁ#b((i 3-8 AVA—J1—AR—FOREIFHMENR TSI (18 R—I)ESML TS

LYo

B BREE-FICUINEZS
RRIVRAVERBULLET, T M1 EIBD, BREE—FICUINEDDET,
REE-FTE RAVI-T1-AN—- FOREEMHARDIREICRT ZENTEXT,
FH L, 13-4 18— TJ1-2AN— FOREEMHRELCRTI(19 R-I) 2SRU TS,
EXEE— FC"S*’PFaﬁﬂ’H%H’EbUL‘&?*i—X H 1 ERD, BEE-FICRDET,

X EKAVH=TI—AR— MR L VB TV A—TT Y —DIRoBVLIICHRESN TR IH AL, TH—(3I8D
Ftho

MR ENT T TBE, RAVA—TJ1—-AR—- B EBMICHEEZINET .
DHCP H—N—Dn IP P FLAZBBIFTIRENGE . LEIEEERS IP 7 RLANEINHTONS

CENBNET

B Y27 LATENR

ENRIE D BT @DICBME LB ImE L AR— ROV AT LATERER T3 TRIRDFERN TES RIREMEN
HNFET, YATLATE NRIVINIVEFELTHIRITEE Y,

AFERTUDIZAMENRITOY 53 —ZRZ27)L10 5 EIMUDIZAMENRIBSEDEFIBHERE I, AT LOTEIRIDER
BARHIFTOT, SERUTESLY,
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3Ry NU— I HREDEE L TR DOEE
1

3-3. A V3 =T 1 —AR—FOREFRRENRT S
RRNREVERTE, KA VI I1- AR~ FOREBRN TV - hEERENET

D ERIENZEMEDIS MILTT . I/F Board

@ #qvs-7r-an-rors. n~ro17ey D91 Tnformation
av. 77—Lo17N\—-J3vTY,

® AAVA—II-AR-KDYATLIERTT . @{ TFx-HFXx(Rev. 1.3): Ver 2,30

WLAN iR—F£& ., YU7IES . MAC 7 FLANE]
System
lejénia_o WLAN Board Name : Net Printer

@ FAVB-TI-fi—KORINI-DIEETT, O || Serislmmer s o3
MAC Address 1 00:01:02:0a:0b:0cC
® A—HRYMERTT 1Ry TSN T

Current Network Status

6%‘%‘:E”qugn$g_° IP Address : 192.168.0.2 (DHCP)
@ 7')‘/@"[%#&?"?—0 2&,{»/;9_71_7\;'-{'_ F(C?ﬁ @ Subnet Mask : 255.255.255.0
Gateway : 192.168.0.1
BN TR TUVA—DA—D—% ., B EHENRIE DHCP Server : 192.168.0.1
nEy,

Ethernet Status
@ AKAVB—TJ1—AR— Fg)ggﬁrrﬁg&‘@jo KAV @{ Speed & Duplex : Auto (1@@BaseTx Full)

—71—AR— FICHEIASN TS ER E R A ENRI Printer Status
én—cao‘ ﬁﬁ@*‘yFU—UO)?ﬁfﬁﬁiik%t(ii @ Manufacturer ¢ CITIZEN

Model : CT-S801
BRHENHNET, THIKEE. @DRYFT—
" - . r| User Configuration
U’I‘ﬁ#&?ﬁaﬂbr(té(l\o DHCP : Enable
XML %Hfﬁﬂd)]ﬁﬂ*ﬁ}%ﬁ@?&ﬁ#ﬁ%@ ﬁ#ﬁf?’a IP Address : 192.168.0.10
Subnet Mask : 255.255.255.0
©@ SSL/TLS #EEDREHEHR TS, @ Gateway : 192.168.0.1
| Bl S i e < Print Port 1 9100
Wireless Type : Infrastructure
SSID : CITIZENSYSTEMS
\ Security : None

XML Device Information
Display Status : Offline

Scanner Status : Offline

Speaker Status : Offline

SSL/TLS

Certificate : Self-Signed
® Self-Signed : Not Exist

CA-Signed : Not Exist

(| Request Print

Service Status : Disable
Current URL :
http://www.example.net/test.php
Proxy Address : 192.168.100.190

< Proxy Port : 8080
Interval : 10 sec
ID : AA-BB-CC-DD-EE-FF
DNS1 : 192.168.10.1
\ DNS2 . 8.8.8.8
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33Xy NU— I REDET & ez DR
[

34. A B —T1—RAR—FOREZPDHREICRT
1) SRVRVERBLLT, BEE-RCOIDBRET,
2) BEE-KCHINEDLS, 3 BN SRRV ERILLET,
ROXyt—IHEAREN, KA VI~I1- AR~ FOREN LB OREICRIET

I/F Board
Information

--1Caution!--
Print Server will
automatically restart.

/\_/

BN T ToE. KA V3-J1—-AR—- I BBMICEESHINET.

BENDITSNET DT, FE#R LAN GEDREEBEITILENHIET,

DHCP H—N—mn IP P FLAZB BT IRENGE L. LEIEEERS IP P RLANEINHATONS
cENBNET
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3Ry NU— I HREDEE L TR DOEE

3-5. LED IZ & BIKRERR
£ LED ORTHBOEKE . XKOEBITT .,
(#e(3 =M1, LED ORIBHESLONBNZTH . £ED LED DI VIEERE LT, )

®

Ny

O0e

10/100BASE (0 [ OSW |
& B & K
® M-Sy bOBERERT
RIS EE LED (#%)
100Mbps BT
10Mbps / $E#G T JELKT
@ A-HryboEk/BEKEORTR
N LED (&)
B RAT
s SHLT
T—HRIEF R
@ A—HRyb/ER LAN DRERT
LN LED (#%) LED (F) B
POV S35 SHAT - TIVE—tERSN TOEE A,
TIVE— | RYRD—DRER AT SHLT TIVA—E RSN TUVET,
e A—HRyh kst AT ISb A—HXYFT.DHCP (C IP 7RLAZMA
(1 R BT,
1=Yzyb BEH =T RAT A=Yy TRYMI—=DEMERTT,
4 | AN IS AR ER BIR LAN T, PORARA Y MG+, &
CHES | (1 BEm gi%DOHCP F—N—-IZIP PRLAZREEE
AR LAN EpfEh R AT AR LAN TRy D —DEMEPTT,
(2 ¥ EED)
JY—2I5— RE RO DAL EEICEMECERIMREETT
YATLIF— KEABO2 AR | EBCBETEGIVRETT
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33Xy NU— I REDET & ez DR
[

® USB Wi-Fi 74 78— WUB0BNDAT—AAR T

—
LED —(C—O —
O O
KRE LED
s BOEAHORRE. RODEOSBEBZEDRLET,
BIE FRACERE (T-BEDKRETEILILET,
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3Ky NU— I REDERE L HEROEE
]
3-6. E4Z LAN 55 R EFIEH

2YMI=DDEFEICELLBWMGE . LTOFIEEZSEICLTIZS,

EL. I LECOFIE. NENBELORYNI—DIREICELTVWBEIFRDFEEA.

B DHCP H—/\—HIP 7 RLA%REIDIRZHE

1) RAVHB—T1—R— FIC USB Wi-Fi 7AFR—& LAN 5—=J)L&##HELET, 20 LAN =)L, DHCP H#—
N—DBEETIRYI—DREICOBHIS>TVIRENHNET,
(4VR—=T1—AR—FTlE. LAN V4R LAN [CB%LET,)

2) TV R—-DEREANET,
TV —DERZANTEAVA—TJ1—AR— FHFEEILTH D, 90 FLLAIC DHCP ¥—N\—hn IP 7 FL A%
BEEGFLES, NRILRAVEIRUT, REIRBEENRIL. BNBTONEZ P P FLAZHERLET,
UK 13-3 1V3—DJ1—AN— FOEREFHMZENMITS1 (18 X—) ZEZE,

3) TIVA—ERURY D= LTIV PC DT 509D T )UA—0D Web IR — Jv(THERTL . Web IR —
v ETHELR LAN DR EEITVET, 3EULE. T4 Web IR —Jv] (23 R—I) 2TELIZEL,
Web Y2 —JvDHRDODIC, Windows FHDRY FI—DERTEY—IL NetToolK ZHFEWNIESCEETEET,
SEHALIE. T5 NetToolK ((R—INETELES,
FRENH RS, LAN T—JIVEIRWT, TUVA—EBREEI L. R LAN [ TEINERER LTSN,

B EE IP 7 RLAZEIGE
LEDOFIEE 2) DEHFTEVHHET , DHCP TEHENEG LBV, KA UA—TJ1—AR— FOD ZeroConf
BEBEICED. 169.254.XX.YY (XX.YY FERBCLNELBDET) D IP 7 FLANEINE TONFET, IRILKIVE
U, BEFRRZEFRULUT, BB ToNL IP P RLAZHEZELET,
BFEVNDPCHIP 7RLARAETILELTTIVA—D IP 7 RLAICHER CEDLOICLET,
LUREOFIEE. LFED HLUREERLTT,

22



4. Web T x%— ¥ /

RAVE=T1—AR—FICIE Web IR—IvERFIENSHBENHEIDOTHEN. Web TSIV D DR VE—T1—AR—
RICHEEREL. T50Y ETERAVA—T1—AR— FOREBHER LR ELEET N TEET,

4-1. Web ¥ +~— v #8E1F 5
FPRLVARBICARAVR—TI—AR—RED IP PRLAZA LT, lEnter | F—%#LET,
SSL/TLS ¥EEN B IDIHZE (L. https THIZEHRZ CEET,

€ http://192.168.0.10/ - Windows Internet Explorer

X EROE@EYVYIINTT, AKHTE P PRLAIK
ERCED L TONIEEADLTLES,

£ http://192.168.0.10/

- TERAD PC ERAVE—TI—AR—FORYFI—DRENEITVEIME S KA VE—T1—AR—F
DERFEBEEERT CEFB. KAVA—TI—ARN—FOD IP 7RLAZECHERDRY I -DDOREICE
BTSN,

* RAVB=TI—AR—FDIP 7 RLAL, T4 U3—T1—AK— FOREHIREENR TSI CHER TEET,

Web YR —JvEIEERR

Web YR—UvIZLL FTOEE. S THERICHETVET, Hik— b RHEEEICEDZVDHEET,
—r— HOME [&E &

System Status 47

Network Status 37

Wireless LAN Status 37 34
Printer Status 47

Service Status 37 %1
Request Print 7 %3

— STATUS EE@ =

General 37

Wireless LAN 57 34
Service 37 %1
SSL/TLS B7 %2
Request Print 37 %3
User Account 37
Maintenance 37

— CONFIG EEm =

31 XML [E D428 e hME 2 15 S . STATUS EIEIZ Service Status 47 CONFIG E ENIC Service
TN ET,

%2 SSL/TLS ##eh’E 2215 & . CONFIG EIEMAIC SSL/TLS ATHHET,

X3 UDIZAMENRIMEENMEZ 315G . STATUS EIE A& CONFIG BIEMIC Request Print 37 ET

%4 Wireless LAN BEEDA (T EEAR LAN #EENEZ DIKEICHO TV ERTENET,

FNFNOREBEICOWVTIE. 6 XML #EEE- B DB IR HIEHEEE L. 17 SSL/TLS #EEEL. 18 UDT A MENRIHEEE

BSHBULTEELY,
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4Web~v3r—
1
4-1-1. ERER (AR— K 77 —L 7 v2.57 L)
#ERERE CONFIG BECEEE/SAT— FERETILENBNET ., BER. DI VBRI RRENE
3-0

Update Password.
You need to update LAN board password as this is your first time logging in!

Update Password

New Password [ ] 1-15 letters[max.]

Confirm New Password I ] 1-15 letters[max.]

New Password / Confirm New Password

KAVA=J1—AR— FTEALVEVEBRE ) AD-FEANLET, (FARKT 1~15 XF)
I'Submit |{RA Y

EEE)AT—FEAALT, [Submit IRAVED YL TSN, O/ VEEEZRTULES

EE
REULZNADV-FEENLZ A, MHAKRECRTVENHIET, (FMIE 3-4 1 V3-T1—-AR—FOEk
EEMHREICRT 2SRLTELELY)
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4 Web w3 — v
|

4-2. HOME [EmE
Web Y%—3Jv® HOME EIE T,

LAN| board CITIZEN SYSTEMS
HOME | STATUS | CONFIG Logout e @
Welcome

= Click STATUS to show LAN board status.

- Click CONFIG to change the setting of LAN board.

Copyright @ 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.

@® THOME}]
HOME BIEZ&RRLFEY,
@ TSTATUS]
STATUS BIE &R RLET . AT—HARABEE Cld. KA VA—J1—Ah— FOREERER T IENTEET,
® [CONFIG]
CONFIG BIEmERRLET , BREEE Tl KM VFI—TI1—AR— FDREZITICENTEET,
@ TLogout]
A4 VR—71—AR— K0 CONFIG BIEh LAY 7Y FLET , BIEFICELD PC H 5 CONFIG BIEICASC
EFTEFEADT, FID Web IR— v "NetTool K" TEREEITIEAICIE. AU T7I M ZBENHNET,




4 Web w3 — v

4-3. STATUS [Em
KAVB=T1—-AN— FOIREERTLET,

) @ ©) @ ® ®

HOME | ||STATUS | CONH|IG

m Network Status Wireless LAN Status Printer Status Service Status Request Print

Firmware Version: 2.30

1 TSystem Status 47

[4-3-1STATUS>>System Status 37 (27 R—=I) &SR
@ TNetwork Status]37

l4-3-2 STATUS>>Network Status 57| (28 R—J) &SR
@ TWireless LAN Status |47

[4-3-3 STATUS>>Wireless LAN 371 (29 R—3) &S5 1
@ TPrinter Status |47

[4-3-4 STATUS>>Printer Status 57| (30 R—Y) &SR
® TService Status 47

6-3 STATUS>>Service Status 87 (52 R—Y) &SR
® T[Request Print]57

8-3 STATUS>>Request Print 37 |(73 R—Y) S8R
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4-3-1.STATUS>>System Status % 7

System Status Network Status Wireless LAN Status Printer Status
Firmware Version: 5.42 @
Model Name: IF2-WFX5 @
Serial Number: 1000123 @
MAC Address: 00-11-E5-07-65-25 @

Print Settings
Raw Part Number: 9100

Timeout for print data: 180 ©©
LPR Queue Name: Ip @
uPnP: Enable

(@ Firmware Version
A VR—=T1—AR= RDT7— LI 7 N—VaveR=LET,
@ Model Name
A VR—T1-AR— FOBRFEERTLETS,
® Serial Number
KAVRI=T1-AR—FDIVT7 N E BT ERRLET,
@ MAC Address
AAVE=TI—2AR—RD MAC 7 FLAERRLET,
® RAW Port Number
RAW EHIOD TCP iR— hESERRLET .
® Timeout for print data

4 Web w3 — v

FIRIEEDY Ty M4 L7 FEBERTUET, ENRIORIC, RARED TCP/IP Yy hEH SN TSR
REC. —ERBLLE, RAMOTF=ADEESNGHo 6, ISV Y b EDO— AT 3594 L 77 MREE
TY, "0"DIHFEICE. ZA LTI ETFIC, A ODTERNHRETYTY MIEHRSNEERICENET,

@ LPR Queue Name

LPR ¥1—&ERRLET,
UPnP

UPnP DR EREZRRLET,




4 Web w3 — v
|

4-3-2, STATUS>>Network Status 2 7

System Status Metwork Status Printer Status
LAN board name: Met Printer @
IP Address: 192.168.1.101 (dhcp) @
Subnet Mask: 255.255.255.0 @
Default Gateway: 192.168.11 @
DHCP Server: 192.168.1.1 @
Lease Time: 86400 seconds @
SSLTLS: Seli-Signed @
Self-Signed: Exist
CA-Signed: Exist @

D LAN board name
KA VR—=T1—AR— RO LAN iK— R ZHRRLET,
@ P Address
KAVRI=T1—AR—RDIP 7 FLAZRRLET,
@ Subnet Mask
KA UB—J1—AiR— R Subnet Mask Z&RRLET
@ Default Gateway
KAVRI=T1—AR— RDT 74 M= b1 2R RLET,
® DHCP Server
RAVA—=T1—AR—FH¥ 1P 7 FLAZERG LI DHCP H#—)\—0D IP 7 FLAERRLET,
® Lease Time
DHCP H—N—mnENHEToNZIP 7 FLAD) - AR ZERRLET,
@ SSL/TLS
SSL/TLS #EeDIKEEZERRLET .
Disable : #&%)
Self-Singed: E(HCERAE2FEA)
CA-Signed: H#(CA ELFIREZHER)
Self-Signed
BEELMAEOZHREEZRRLET,
@ CA-Signed
CA ZEZIAZENEHFREBEZRRLET,
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4 Web w3 — v
|

4-3-3. STATUS>>Wireless LAN & 7

Network Statu Wireless LAN Status, Printer Status Service Status Request Print
SSID: CITIZENSYSTEMS ®
BSSID: 88:57:EE:FB:4C:A0 @
Channel No: 12 @
Network Type: Infrastructure
Link Quality: al @ @
Signal Strength: all @
Security System: NONE @
Authentication:
EAP Certificate:
CA certificate: Not Exist
User certificate: Not Exist
User private key: Mot Exist
@ ssID
BAVE=T1—AR— FIMER LTS P IEARA Y + D SSID ERTRLET
@ BSSID
AR VA= T1—AR— FHHERE L TLVB EER LAN ) BSSID 2RFULET, @5 . BSSID Z7VEARSV D
MAC 7 RLAfEICENET
@ Channel No

RAVE=T1—AR— FIMER P OELR LAN DF v RN ESERTLET,
@ Network Type
BREM7IEAA R (Infrastructure FlF AdHoc) BRRULET,
® Link Quality
IR LAN OIREDVVDMEE 4 RETRRLET,
® Signal Strength
IR LAN OS5 E" 4 REETRRLET,
@ Security System
7. ERPOERE LAN OEF1) T4 AR ERRLET,
EAP certificate (77— LDIIPN—Y3V V 2.45 LIBEDH R R)
EF1UTA AN WPA/WPA2-Enterprise DIZEICFIAT Y —N-SEAZDEFHRBERTLET,
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4 Web w3 — v
|

4-3-4, STATUS>>Printer Status 2 7

Systemn Status MNetwork Status Wireless LAN Status Printer Status
Manufacturer : CITIZEN @
Printer Model CT-8801 @
Printer Status - Ready ©

@ Manufacturer
CITIZEN ERRLET,
@ Printer Model
KAVRI=T1—AR— FOEBEL TR TV A- DRI BERTLET,
@ Printer Status
RAVA—=T1—AR— REERLTVB TV A—DEMEIR R 2R RULET,

Ready: NI =] 5E
Offline : ENR 7~ 7T Re
Paper Empty: F#ftIn
Error : I5—iKEe

GEE) KAUI—J1—AR—RICEHEINTS TIIA—D Windows DFYVA— RS54 N—DBWAFR— b eH
PICLTWBIGEEICE, TUVA—AT—AABE LR TREINF B, COFEEE. Windows AJ—5—LET
TUUR—DIRREE CHESRCE SN,
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4 Web w3 — v

4-4. CONFIG EmE
EREI-Y-TATIILTHS, KA VA—TI-AR- FOREETIENTEET,

User Name |

Passwaord

User Name / Password
FAVE=T1-AR—-FOEREI-H -8/ NAV-FeANLET . (#HAfE:admin / admin, Ver2.57 LL
BRENAD—-FEERICRESILENHNET, )
lLogin]hAY
EBEI-Y—L. NAT—FEAALT, TLoginlRAVEDYYIL TS R EBEERTLET
lCancel JiNAY
BREEENRTEFYIEILET,

Cl
IG Logout
& Wireless LAN Service S5LTLS Request Print User Account Maintenance
LAN board Information -
LAN board name |Net Printer | 15 letters[mas ]

TCPAP

@ TGeneral]37

l4-4-1 CONFIG>>General 37 ] (32 R—3) # SR
@ TWireless LANJ&T

l4-4-2 CONFIG>>Wireless LAN 57 | (34 R—I) &SR
@ TServicel57

[6-2 CONFIG>>Service 37 (48 R—3) B#SHR
@ TssL/TLS187

[7-2 CONFIG>>SSL/TLS 487 1(55 R—I) &S 8
® TRequest Print]%7

['8-2 CONFIG>>Request Print 87 1(72 R—3) #5818
® TUser Account 37

['4-4-3 CONFIG>>User Account 371 (37 R—Y) &S8R
@ TMaintenance |37

[4-4-4 CONFIG>>Maintenance 87 1(38 R—J) &SR




4 Web w3 — v

4-4-1. CONFIG>>General 4 7

. General Wireless LAN User Account Maintenance
LAN board Information

LAM board name |Net Printer | 15 letters[max.]

TCPIP
(®) Obtain an IP Address Automatically

() Use the following IP Address

IP Address 192.168.10.100 15 letters[max]
Subnet Mask 255 255 2550 15 letters[max]
Default Gateway 192.168.10.100 15 letters[max]

UPnP Setting

UPnP ®) Enable O Disable

LAN Setting

Priority to Ethernet ®) Enable O Disable

Print Settings

Raw Port Number |91 00 |

Timeout for print data | 180 | 0-65535[Seconds]

Action at Timeout ®) Close all connections O Move to next connection

TCP Keep Alive ®) Enable O Disable

LAN board Information
LAN board name (#]#A{E: Net Printer)
KAVE=T1—-AN—FDRHBZHRELEFT,
TCP/IP
Obtain an IP Address Automatically (FJHAE)
IP 7 FLA% DHCP H—N-hoBEIERFLET
Use the following IP Address
IP 7 RLA%TIP Address |l Subnet Mask 1l Gateway |[CA HSNTERARTEELET,
UPnP Setting
UPnP (#)HA{E: Enable)
UPnP &82%E LET
LAN Setting
Priority to 41— %y (#)EA{E: Enable)
Enable : LAN 77— JLIEREFIC[E 1 — %y MIBERCHNET,
Disable : EEBIFFICHERT SN CLVBA U E—TI— A — Y R b/ BB TERE SNET

Enable Disable
4R LAN THEEE) IR LAN | B4R LAN
4R LAN TEEENR . LAN 7—J )L &6t 1—Hxyb | R LAN
1—HRYTHEE 1=929k | 1=H2RYk
1—Y 2y FCEENE. LAN T—T )L 2B L B\ LAN | 1—Hxyb
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4 Web v % — ¥
Print Settings
TV REZERE LET .
Raw Port Number (%)#fE: 9100)
RAW 7O RJJLENRITO TCP R— MEBERELET,
Timeout for print data
IRARY OV EDEERRIA LT MR ERELET o
Action at Timeout
Close all connections, Move to next connection DHIMH, KA I I VEDRI TS L7 MR AELLEE
QORI DaVDNEEEIRLET
*TCP Keep Alive
TCP Keep Alive t4REE B RNCT oW ERELET
I Submit]RAY
BEERBLET,
[ResetlhAY
AALEABEXvIEILLET,
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4Web~v3x— v

4-4-2. CONFIG>>Wireless LAN & J

General . Wireless LAN User Account Maintenance
Network Type Infrastructure w
SSID [CITIZENSYSTEMS | 32 lettersimax.]

‘Security
Securty System

SCAN Access point

soan AP =S
(Channel Setting

Region Default v
Basic

Network Type (FJHA{E : Infrastructure)
Infrastructure (1 V73 A RIDF %) . AdHoc (7 FilkwD) o7 D AE— FEERLET,
SSID (#)#AfE: CITIZENSYSTEMS)
BRI B7IEARA Y MIRESN TS SSID ZASILET,
Security
Security System (#)Hi{&: Disable)
Disable, WEP, WPA-PSK, WPA2-PSK, WPA-Enterprise’™, WPA2-Enterprise *h' biE 51t A X #i#4R
LET,
(% 77—L9I7N=Y3V V 245 LIEDH R R)
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4 Web w3 — v

WEP Di5&

nwLrvae

Security

Security System WEP v

WEP Settings Authentication Open System v
Key Size 64 Bit (Hex - 10 chars) v/
Key 1 || Show Key
Key 2 [CJ show Key
Key 3 — || show Key
Key 4 — [ show Key

Authentication (#)#A{E: Open System)
Open System, Shared Key MoiRSF AR T EIRLET,
Key Size (#)HA{E: 64Bit(Hex—10chars) )
64Bit(Hex—10chars). 64Bit(ASCII-5chars). 128Bit (Hex—26chars). 128Bit(ASCII-13chars)hb¥— K%
BEIRLET,
Keyl~Key4 (#)HE: Key1=0123456789)
WEP ¥—ZAALT EATEIF—DIIARIVERIRLETS,
Show Key
WEP ¥—MDYANL— FREDEN/ BN EVDVEZFS .
WPA-PSK, WPA2-PSK DiF &

Security System WPAZ - PSK v
WPA-PSK Settings Key Format Passphrase (8-63 chars) v

Pre-Shared Key

Show Key
Encryption TKIP ~

Note: WPA-PSK, WPA2-PSK is not available with Ad Hoc networks.

Key Format (#)EA{E: Passphrase(8-63chars) )
Passphrase(8—63chars), Hex(64chars)ho¥—J4—3Iv M EBIRULET,
Pre-Shared Key (#]#i{l: ABCDEF4321)

HEBF-EANLET,

Show Key

HEFX—DIANL—RFRTOFEH/ EWEVINEZET,
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4 Web w3 — v
|
Scan Access point
Scan AP
TPOEARA Y MRREEETT . KM UA—TJ1—AR— FEEZEFEDE, SSID BESENTEET,
[Start |INAVED YD TRE, LTOBEENKRRINET,

General Wireless LAN User Account Maintenance
SSID BSSID Strength Security Mode Channel
P WPAMWPAZ-PSK
CTZ-00AA 00:01:8e:21:06:6a all TKIPIAES Infra 11
T WPANWPAZ-PSK
@ GTZ-00BB 00:26:87-0e:c1:e8 all TKIPIAES Infra 13
P WPAMWPRAZ-PSK
SYSTEM 0123 00:80:4c:7d:65:91 al TKIPIAES Infra 1
SYSTEM_ABCD 00:0d:0b:11:76:8d a WPA-PSK TKIP Infra 11
o e WPANMWPAZ-PSK
TESTOOQO1 00:80:4c:7d:3f:5b a TKIPIAES Infra 11
A A-G7-74 - WPA-PSK
TESTOQ02 00:1d:93:34:affe a TKIPIAES Infra 8
TEST0003 00:1d:93:34:af-ff a WPA2-PSK AES Infra 9
TESTOO04 00:1d:93:07-4fcc WPA-PSK TKIP Infra 1
CITIZEN AAAA 00:0d:0b:1a:40:05 all WEP Infra 7
CITIZEN BBEBE 00:1d:93:07-4f.cd a WEP Infra 7
CITIZEN_ CCCC 00:02:2d:74:81:b0 all NOMNE Infra 1

RELZVWPIEARIY FDFITREVEEIRU T, TSet INRVED YD LTS,

Region
PAIN-AFHACTERTIEE R B THEICENHFINTOBLF I RIVDEALESIC, USA/Canada
ERATES, TN OB THERA Y %15 & (3. Default DFFETHEVEEA,
I'Submit I7R3Y
HEERBULET,
lReset KAV
ABVERBEXRvVEILLET,
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4 Web w3 — v
1
4-4-3. CONFIG>>User Account & 7
KAVE—TI—-AR— FDBREELTETIICE. EBETONTIVHARETT, COBE@E TR, EEE1-Y -4
ENAD—REEETRENTEET,

General Wireless LAN . UserAccount Maintenance
MNew User name admin 15 letters[mas ]
New Password 15 letters[mas ]
Confirm New Password 15 lettersimax]

Set User
New User name (#)HAE: admin)
FLLWEBEI-Y-RZAHNLET,
New Password (#JEAfE: admin, Ver2.57 LAREIZNAD— FEEEICERETILENHDFT . )
FLLARD—FZAHLES,
Confirm New Password

BE. AD-FEAALET.

EE
EEUI-Y-RESAD-FEENGEE, HRRECRTBDENBIET, (FHlld 3-4 1V5-T71-2
N—FOEREEMHIRELCRT 2SBL TS
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4 Web w3 — v
|

4-4-4, CONFIG>>Maintenance %2 J

General Wireless LAN User Account _ Maintenance

Save & Restart ]R3V

EHEULZREABTERELT KM UA—TJ1—-ARN—FeBEBLET,
Reboot |3

ERULERENBERFLRTIC. RAVA—TJ1—-AR—FeBEEHLET,
lFactory DefaultJih3>

RAVA=T1—ARN— FOEE Z M HARDKREICRLET,

[Firmware Upgrade J71h3 >

KAVR=T1—AR— RO T7—LII7&E7VTT—bLET,

27—LOI77vIT—F

General Wireless LAN User Account Maintenance
Upgrade Firmware

Mew Firmware File -

Write Cancel

NS IRIVEDVYDLT, J7—LI17 771V ERIRLET,
2) T'Write I3V ED)YDLET,

=
T7—LOIP07y7T—Neftak. PyIT - MR EICK T IHE T,
TVB—OEIRTIETEIE I TR THZS L,

I7—LOIT7D7YIT— M eiTIE AR A SVELVI7—LAVIPT -3 AFTILENHIET,
T7=LOIPD7YTT— MIELKITONBIMES . R UA—-TJ1—AR— FHEEI LB M REEN HDET .

et
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5. NetToolK /
Windows ETEI{ETE1—T1)T4Y T F NetToolK | ZE>T. KA UA—T1—AR—FD

FFY, BIREEBOMAD LAN 1 V3—J1—AR—RICEZZY-ILTT,

" S =

‘DERELERBETHENT
5-1. NetToolK 24 > X k—ILT B

1) B3t WEB i A FE UM NetToolKSetup.exe | ZH T ILDUYH LTS,
2)

F—Y=7H0r MElE I EEIRRSNSHE S, [HTIED)YIL TS,

3) ADEENRRINET, RAIEDIYIL
TLIZSLY,

[ 1) CITIZEN NetToolK - InstallS

CITIZEN MetToolKFAMInstallShield 2+ —FALSE

Installshield(R) 54— k(g ZEEROI P2 —hn CITIZEN
;J%tToolK FA A =L LET S DRAIEML T, SRTLTY
e

i CO70YSLE. FIRERL LUEMRE ST
ENTOFET.

< Ea2(B)

4) 1-Y-REFHBEADLT. [RAIEDYY
DLTLIZELY,

ForeiET

IR
HEEREA N LTS

-

FiR(0):

Installshield

[ <ma@ | en)> ][ #eebn |
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5 NetToolK
|

5 HBOEENRTINET, RAIEDUYIL
ia-o

6) BAOEEHNRRINET . [1VArILIED
Dy LTLRELY,

7

SETIED)YILT AVAR-IVER T LE

ERS

) CITIZEN NetToolK - InstallShield Wi [

A2 A= ILFED TS

SO AR IEBIREL. DRA B AL TS . ElJijwL&[d
LAR-ILEREEE. TEEEM vl T, L

CITIZEN MetToold (22 b—Jl.5:

C:¥Program Files¢CITIZENSMet Tooll¥ EHE(C)...

InstallShield

]

[ <ma@ | mn)> | [ Fvobn

1 CITIZEN NetToolK - InstaliShield Wi [

FOUFLE AN TR RNT EELE
DR A A -V ERE T DR T EFE L.

T2 AR B OLT, A2 AL ERRIE LTS

1A IWEREE SR L EE TSRS, TR MU TE, TRl ZILED
Uobdde., D -FER T LET.

InstallShield

[ <@ JAoar—nm ] [ Fete |

1 CITIZEN NetToolK - InstaliShield Wi [

InstalShield ot —FEFE T LELE

InstalShield f.etf — (3. CITIZEN NetToolk EEMCA 2
bl TRET IRMwhLT, o — PRI TLTIRE
A

Launch CITIZEN NetToolk

< 55(8) Al
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5 NetToolK

8) PC REV-INEEILET . [VATL A

TIAZ1—T#ETLET,

9) PC OTADMTLEICAEDTAIVHEEESN
F9, REILIE., PAO0EHTILDYYH LT,

EELET,

SATL Y- ANLT

p

f) LAERH /b eb SO TERE @ LAN o —FOEEE

@

MNetToolk
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5 NetToolK

5-2. ¥R A FE®E

D TYATL
TOATL]—T# T IAZ1—: NetToolK #& T LFET.
@ Iy—-il

MY—)b)—TERFEIAZ1—: LANAVB=TI-AK—FfEHR  [esemize .
DRTUNBEZEHRELET, [LAN K- FIEHRERTT FlLan RO IRRERT A2
BIEFIVDTBE. TDOLIIC LAN 4 U8—T1—AR—RD (o ] [Fever) R
EEIRBBERRTHENTEET,

YRATA Y-l AL

O varmms @) v 550y TE % LAN = OB

B tuct Printer - 1921661, 100
- L Net Printer 3\
B LAN R — iR
* TFEFIWHE
. F1542

&
: * VUTILES: 1000123
© e @ MAG FELRI00-11-e5-017-66-25
Ere i TOPAP 2T =42
§ Lew TP PFLR 1921651100 (Static IF)
L e Ry R/ 952552550 “ .
e F RO 18218000 LAN A1 3—=J1—Ah—F
- @ DHOP #—)§—:00.00 T
: * L= 20378: 0 second =153
£ F1 B LAN 2T -3 Ejﬂz'{k"‘“
* SSID: appo-1234
* BSSID: GL25A2E7614B
. FeURLETIN
. EESIIAVISATIF L
all U :
all 15 Exe
* f2al)F 1 UPAL-PSK J
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5 NetToolK
[
Q@ AT IAZa—
TANTI—TNN—=Ia ERIAT1—: NetToolK DIN\—JaViEEHERRLET,

@ TYZRREEHFIRIY
LAN 41 V3—=J1—2AR—FD—EBEBHLET, EHMIC, PTUT— 23y TEFHRLENITHNTNETH,
FEC—EEEHULEWMESICERLET,

® TwWeb J5OHYTHREIRIY
HELELY LAN 41 V8—J1—AR— R&EZIRLT, TWeb TI9HYTHREIRIVEDUGDTRE, T59HNHE
LT, Web YR —UvERTRULET,

® TLANK—FOFRE IREY
FBEULEWM UA—J1—AR— FEEIRL T TLANKR— FOERE IRV ED DT BE. [5-3 R EEmE | (44
R=I)eR~LET,
AN—RDT7—LOI7DN—-Yavnt vV 257 LIBROIZE . COMEEZRRCTBICIE Web Ix—IviERT
A-Y—1A0—-ROFBEETILENHVET,

@ LANAVA—=J1—2AR—F—&
KYRT=D E(THELHLTLS LAN A V3—J1— AR — FO—EERRULET, R—Y TRV MRICEH LTS
LAN 43 —=J1—2R— PR RENFT,
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5 NetToolK
|

5-3. BREEME
JAM—EEE C. LAN 1 V3—71—AR— FZZIRL T, TLAN R— FOFRE IRIVED)9DTBE LAN 13—
J1—-AR— ROBREEITIENTEET,
KiR—FDIT7—LOIPDN=Yavht v 257 LIROIGE . BREDRIC Web Yx—IviEHTI—H—)I1AT—F
DEEEATILENHVET,

AJAVE@ET., 1-Y -2 AD-FEAALT. A1V [ficgin to reet Printeg | 25

A

1% HEHE: admin @ E

JSAT—F #IHRIE: admin SRt -
(Ver2.57 LAREZ) AT — 2R EICRETILENHNET ) [ 051> | | #evtl |

5-3-1. T&fig] 27
242 197 Tl LAN £—F%&. 1P 7ELADRES

2@ mgleN | 7oran [ 2-w-zmot [weaa

TOET,  LANT—f o E4E
I8 4980 D Lo VI AN - BRI  E D B LS
LAN £ 153 LI (2 A )

T TCRAP MERTE

RED IPFELA: 1921651100
© FPFL 288 CERE TS
O ROFFFL 2FHES

PPEL2 [z 1ee 10 100
Ydreh a2 @ om0

FJalbH b | 15 e 10 10

[ veer |[ @A ][ Rud |

5-3-2. TELZLAN] 27
T e e | - - e
M4 LANJAT T, £ LAN OB EEITLET, iR

AL | ora [ 1-n-pienk [sssa
— HELAND AT
?1 e M 7
S5ID CITIZENSYSTEMS
FeuRIES
22l Tr
[ veet || mA [ Fua |
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5 NetToolK

5-3-3. o tajy 247
FFORIVIBT TR, LPR OB EX . RAW
FORILOEZ B TIV MM LT MR,
IR LAN BRIEGOH 3. UPnP #EE
DEX EBHEHETIENTEET,
(B#R LAN 05813, THR LAN 28%T 313
KRSNFEh,)

534, a—4HY—7HhH2 ] 47
M—Y—=7A5 M AR7TlE. BBER. )\AT—
FEZEETEENTEET,

ZE

EBEUEI-HY—-REAT)— FEENE5AE.
MEAR R EICR TR ENHNET . (FEHEIS

3-4 4 U8—J1—AR—FOFREZHHIRREICRT
ESRLTEEY)

535 AVFFUR] 2T
TAVTFIRIBT Tl E#R LAN 108—T1—2
N—FOBED. HHARKEBAOERELE. 77—
LOI7 OEHETIENTEET .

EE

I7—LOI7 0PI T - beRR&. 7vIT—k
WEE(CRTITRETE., TIVI-DEIRTIM®
BV EER TR TS,
T7—LOIPD7YTT—MefT5E 1}, B LDIE
LWVI7—LOI7 TR AFITIRLENHNET
I7—LOI7D7YTT— MIEWKITONGIMESR.

(oo e O

=@ [mslaN| 70000 [2-y-pimot [dortea)

K _j‘EH\IUI;
-3" LPREEHICTS

RawFHIII TS
TCRA-+&#S: 900

JUb R LT8R 180 0-65535%

HLANHER TS
UPRPEEIIC T2

[ ueet || @A [ Bua |
RS e
e# |malan | goran | 1T (gsea
?% 1-HHETFTE B Set
L —H -5 5dmin 1530 F LI (2 ATTHD
LA -
FRLLIAD - o BEER
&

# | malan | 7oraw [ 1-topn | dirha |

:E @ BiZ#es

2E TR RS D

Tr—hADIrOrF T
prapls=h

Lo ERK

[ 0% | | By 7y FEa=F

KA VR—=T1—AR— RSB LIS RIREE N BT,
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5 NetToolK
|

GEE) BREITOTULVS PC & LAN 1 VA—J1—AR— FOB TRy MEDREL->TIVBIHEEICIE. TEROLIIC, 7~
XET—EBICRTINET, COBEICIE. TLANKR—FOHREIT IP PRLAEHRELTHSD, LAN 1 53—J1—
AR—RDEREZEITOTCT SN,

LATL Y= ~NLT

p UANEER /}J Web TS TEGE ﬁ LAN i — e

@ Met Printer - 169.254.169.188 [ Model : IF2-WFx5 1

[EISEET T TR, o PSSR
e F—N—&.IP PRLALSNDEEIFTEE
— LANT ) 14 Hho —E IP 7RVAZIELGEE LTS,
8! Foh D=0 L0 AN - BRI B 0 BRE HELEY. LAN 4 V8—J1—2AR— FDEREEITHOTHK
LN 8 Nepimer 1SRRI (A B ZELY,
 TCPAP DERE

| BWEDPTELAT 169.254169.188
<k
© FPFLAEE#EICEE T2
© ROPFFL 2%ES

FPRL2 192 188 10100
e ) X 255 860

FIIRF ke | 1% 158 10 0

[ ueet || ®mA [ Fua |
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6. XML HEHE - J& D425 ) il e /

6-1. &
XML ENRI - B D42 Kl . R4 U8—J1—AR— FO#EET. XML 30K T—A%TUV -0V kg
ECEHUT, FIRIEDHAEERIT T HHEETT,
B DR EHEEER . 18 —J1—AR—FO USB R— MK LET )M 2% XML 3T B T—ATHIEITS
HHEETT ., (XML BREEED T (CRLIDH R ZRIHT I A ELABRINTVET,)
XML AR DT—REENEEK TS JavaScript F4TFULBECONTIE., AlFEAESNL CITIZEN XML
Print tf—E'Z. CITIZEN XML Device Control H—E AICEE T2 FFaiY FESERESL,

COBBEREIICE. L TOERGNFELENZIBENHNET,

TIUR—h XML #EEEHR— FLEETILTHD L

ARAVA—71—AR— RO RSN TR L

TIUB—ERA VR—=T1—AR— RDT7— LI 7D —Javht XML #REEHR— FLELDTHBE
EHICE-HTIVDE Web YR—YUv k., STATUS EIEIC Service Status 47, CONFIG EIEIC Service 87,
SSL/TLS AT RRSNFT,

NHDOHEEEFIATSIEE XML AT X T —3DEELD URL [FLATDENTY,
K—FESICED URLIEE A EZFATRE S R— FMESOREICIVHFHAINENIET,
URL

XML Print —E'Z http://IP 77 FL A:8080/
http://IP 7 RLA/xmlprint/

HTTP XML Device H—EA http://IP 7 FL A:8085/
http://IP 7 FLA/xmldevice/

XML Config H—E2A http://IP 7 FLA/xmlconfig/

XML Print —E'A https://IP 7 FLA/xmlprint/
HTTPS XML Device H—E2R https://IP 7 ELA/xmldevice/

XML Config H—E2A https://IP 7 FL A/xmlconfig/
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6 XML #&6E - JEha ksl Eigae

6-2. CONFIG>>Service & 7
TIVR—CHEHR T 31 V- T1— AR — FOFEFEICED . RRSNBIEBENELTEET,
IF2-WFx5 / IFx-WFx6: £ TDIEH
IF1-WFx4 : XML Print, XML Config DIE B D
Media Converter I8 B (&, £HDBINLBLTIVA—EDHB ENDETE. RIRENJGEENHNET .

General Wireless LAN & SSLU/TLS Request Print User Account Maintenance
VCOM Convert O Enable @® Disable O show configuration
HID Scanner Convert O Enable @ Disable [J show configuration

XML Print
Port Number 8080

Timeout for connect 10 5-60[Seconds]

Timeout for print
XML Device Control
Port Number 085

10-600[Seconds]

Timeout for connect 5-180[Seconds]

o

Max connection

XML Device Control / Line Display

Baud o
Data
Parity
Stop 1 bit v
Flow Control Off v

XML Device Control / Scanner
Test Device
XML Device Control / Speaker

Test Device

IXML Config
Timeout for connect
XML Settings

HTTP Keep Alive O Enable @ Disable
HTTP Keep Alive Timeout 5-30[Seconds]

i

5-180[Seconds]

I|

HTTP Keep Alive Max Requests 100 1-100

ECE =l




6 XML #1e « Ja0 ieas hil1H s ae

1
6-2-1. Media Converter
1EH #EB R E L]

VCOM Convert Disable Enable EHT )M AWUSB VCOM END@EIEES—
Disable BRYMIEHRLET,
XML #IfHZETI(C. TARATLIEAFYvT—
% OPOS TEAY %15 & Enable [CLET,
HID Scanner Convert | Disable Enable EfHHEATYF—USB HID BYD@EIEEM1—
Disable FRYMIEBULET XML FilfEIZE (.
A¥yF—% HD E—RCHERATEE
Enable [CUET,

Show Configuration IEER =R BIRTIETNNMIAEDHMBBIERTER
IEER RALET, FHBEREONOSEB O
HERAIETETNAAHDETIOTE

BIIRLEEHIFEN,

6-2-2. XML Print

15[ FIEAE B 1l &5 BA
Port Number 8080 | 1025~65535 | HE#R— &S
Timeout for connect 10 5~60 ENRIFAE 5034 L7 M fE
Timeout for print 60 10~600 TUVR—RIBE T HFLD54 L7 MERE

6-2-3. XML Device Control
LLT®M XML Device Control Y —EAICEIT 32— B R EEFITLVET,

15H #EAE % 7E # B B
Port Number 8085 | 1025~65535 | {&#ER— MBS
Timeout for connect 10 5~180 HIEIBAIR FF B DA L7 MEFRE(FD)
Max Connections 2 1~3 RARFEGHGRE IEETHA)
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6 XML F&RE - JH0 B 2Rl Eik e

6-2-4. XML Device Control / Line Display

UTOTAATVACET 5 —RBREETVET . REMHUER. BRCHIE T4 AT LA (L3 L TEYMBECB T

BNT, BEMATRIEERELBNTILE N,

IHH MEAE REEHE

Baud rate 9600 2400, 4800, 9600, 19200, 38400, 57600, 115200
Data 8 bit 7 bit, 8 bit

Parity None None, Odd, Even

Stop 1 bit 1 bit, 2 bit

Flow Control Off Hardware, Xon/Xoff, Off

“Test Device " RAVEITE, KR EICHOTTIAT VAT AN EINERRUET , TIAT LI LB
TEBWMBESE. 75— FAvE—U(“Test failed” )BT IHICRRTLET,

6-2-5. XML Device Control / Scanner
“Test Device”h 3V & TE, A3+ F—(USB HID Keyboard AZ)EDIERREEELET, AX v —LDESES
R TEBWNME AL, 75— M AyE—U(“Test failed”) 2T IIHICRRLET,

6-2-6. XML Device Control / Speaker
USB AE—N—& &t LIcIKBE T “Test Device "IMAVER| T EA U A—TI—AR— RICHOM UHEEHFR SN TS T
(FrA L) BBESNET, USB AE—N—E0EREHEE TERIME S}, 75— MAvtE—Y(“Test failed”) 275
DYICRTRLET,
COMBEERBHICHENCRNZIMG A, BHFTHREVEHETZSL,

6-2-7. XML Config
BREEEE—IECHRETIHEETT,
§£U<IE. TCITIZEN XML Config H—F'R JavaScript Config SDK JOJS LY =17 1S BIEEN,

IHH

MHE

REEEE

Bl

Timeout for connect 10

5~180

SRR B DA LT MEFE

6-2-8. XML Settings (7 7 —L™ T 7/A—2 3 > V 2.45 LB DO H R R)

IHE MEAE | REHEE & BA
HTTP Keep Alive Disable | Enable & XML Y—EAF| FABFIC HTTP Keep Alive &
Disable FERALET,
HTTP Keep Alive Timeout 5 5~30 HTTP Keep Alive BXIEEFDAA L7 SR
HTTP Keep Alive Max Requests 100 | 1~100 | HTTP Keep Alive B#{LBICR—IRD YAy
NTEETEIRARIIIAMK

50




6 XML H&HE - JE 025 HI iR
|
6-2-9. Submit/ Reset R 2 >
SRELEREIE. BEETERO”Submit” R EH L . Maintenance *~1—0"Save & Reboot” RAVEIL ., K—
FEEEIZ(CHEICLDET,
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6 XML H&HE - JELD I EERE
L

6-3. STATUS>>Service Status & 7

System Status Network Status Wireless LAN Status Printer Status w Request Print
Service Version: 20
VCOM #1
Status: Disabled
Port Number: 9200
Type:
VCOM #2
Status: Disabled
Port Number: 9201
Type:
HID Scanner
Status: Disabled
Port Number: 9210
Service Version: 3.0
Port Number: 8080

XML Device Control

Service Version: 1.2
Port Number: 8085
LineDisplay Status: Offline
Scanner Status: Offline
Speaker Status: Offline

XML Config

Service Version: 3.0
CCICIZ. Service 37 L DR EER DR DIEHIRELGEERMUET,
Media Converter H%hEFDd Websocket URL BN RENFET,
(7= =T "—=V a2V 2.45 LD BFER)

System Status

Wireless LAN Status Printer Status w Request Print

Service Version: 20
VCOM #1
Status: Offline
Port Number: 9200
Type: VCOM
Websocket URL: Link
VCOM #2
Status: Offline
Port Number: 9201
Type: CcDC
Websocket URL: Link
HID Scanner
Status: Offline
Port Number: 9210
Websocket URL: Link
Service Version: 3.0
Port Number: 8080

XML Device Control

Service Version: 12

Port Number: 8085
LineDisplay Status: Disabled
Scanner Status: Disabled
Speaker Status: Offline

XML Config

Service Version:

3.0




7. SSL/TLS #fe /

7-1. &
SSL/TLS M IiGDHE
FYRI=DEICHRNSBIET-FDE 3 BHICLDEEE, WSh. BNTELEMTYHICE. BELBENBEIC
BNET, EESLRENEMBELT SSL/TLS &LV TOMULHELEER-TIET,
Web T—5% XML T—AMERZEICIF http TORIVERIALETH, En%E SSL/TLS (D ELIEHDD https
TY, RAMETUVA—FEDBIEE https TITIHE > TIVHA—1 SSL/TLS [CH G T IR ENHNZET,

SSL/TLS Xf I DL E

SSL/TLS CTORESLEEICE. TIYNNERZ M EAAE (LI TERIMRE) MR EICKENET, ELMEHEE
Y—N—DMRFL. D17 MUDEDEEBAE RSB CEILDERER. FLEKRTEHIET SSL/TLS (CLBHFE
FSLBENATREICHNET,

ELMHECELMRIABCANER ULLOEB AN RIERELCERA VLB EERAMHENHNET,
BoERMEPAZENSEE . D317V MUTIEASMEE TESERE TS L TCEELBLIGRIETESLOICHNF
T, EDHIC. Kik— RICEREDLEHDEFEHRENEENLTFMNIVEIDAR— T IHEENHBDET
NHERL R DB A M ESNLELIAEEIR— LT, INEF17REEETIELTEET,

AR— REBEOY—N—(CHIEE R MBAEDEHBDFIEN:ELNOLT
SSL/TLS BEZ93(CId. BAFFEMAZI7MNILERBROTI7MNIINBLEICENES . BEOY—N—-TINH
EEBIBHORINLBFIRIE. LTOEBNTT,

1 EERAEEERTIRBENWEREEK

2. BEEE. BEEOHANBEREA AL BEHOWERTELEZMMLT CSRGIAEELIIVIANE

YERL

3. HFEHEII CSREZLRBICIRE (B2 RLIRFEFORABLLECRIR. FLENEOLAMERIR)

4. ZLZBEF. BEEOMERICLIERE CSRICHHEULLIAEZEZER. BFEEIORE

(RESNEZZRIRICLN. BECBLIMHAE. L KB LAMEBELRECES)

5 HEEAE. BEEANEEHEIMIIECEHEORERI7IVERE. BB
AR—RCERSICHEROCECRIBBENAESNTED. BECERMHELEFEIZEEG. LREFIE 2 @
HAEROA AZFEITOIEITEHET . GEHAFIERL 7-3-1 B ERMAZDEREIVAR— S HR)
—hH . AR—RFCAMEBLIIAEZEISEE. L5E1Hb 4 FTOFIEEI—Y—AITIT>TIEEZ. FIE 5 D
NHIRERNDELMEFIRETIPMINCREBEEOMBEROI7MIIERR— RCERDAHRE . BBET 5LV
EINET, (RAR— REBEFRBA-Y-HNCBESTHEVLECELAAELLAWB L AHAEBLRRICAR
— FICEDAGCEL ATRETT . )

SERAEDEARE
ZLHAECEADERNHD. ENHARRNICHUVWARICEFHITZLENHNET, HIREFEH T B/HDE
EEAESNTLET, XML Config #4EERFE YT XML 771 I ETUIA—|EBRTETRIFTTEEL TEET,
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SEBAE QL LIEDENDERARCOLT
FSEEREZHITT 2RI BERBAZEDARR— FTCORDKRVNAE LT ORBNTY,
A. AEREERAE : JUVA—NETER . RESNCECERIHE
B. O—hILEEBRE : O— Wby FI—D EDFARIGREE (CA) (CL BB L EBAEE/VR—MLEZLO
C. AMIGERAE 13—y b LORKIZREER (CA) [CLBERIBAEZM UR— bLELD
LIROEDRAN ABC OEDERAEICEZATHNE. LLTDENTT,

= A, NEREERRE B. O—NLEEEAE | C. AHIGERAE
7-2-1 B B B
7-2-2 Zs

7-2-3 ZH

7-3-1 B

7-3-2 ZH ZH

7-4-1 ZH ZH ZH
7-4-2 ZH

7-4-3 ZH ZH
7-4-4 B B B

D_jJ)LEIEEﬂ%(L(;s aits nIEJ‘J-%-Ij- }\ tul.. nIEFJh\l_.‘ L;i;j (=N uunIEJ-T%'U- l\ tl:ll.. nﬁ%b\%ljmiﬁAb\%r)g&g—
TNERBEEDFHANZ B TINLEBINIGEZLEBVDT, CCTREALTWEE A,
ERELERTETIVYLRERLD. 20 2 2OFHTOENEIIEENHNET,
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7-2. CONFIG>>SSL/TLS &2 J
7-2-1. SSL &R FHEmE

Wireless LAN Service SSLTLS Request Print User Account Maintenance
Service O Enable ® pisable

Protocol ®@TLS 1.2 OT1s13

Server Certification Self-Signed Certificate v

\ | |

CA-Signed Certificate File | 77 -1JLE#EIR #RENTLELA

Private Key File TP EER BRENTUVERA
Note: Only unencrypted files are supported

| poete |
[=sieme|

SSL/TLS Setting
Service
SSL/TLS HaEZHRNCTINERELET .
Protocol (7 7 — L7 = 7 /N— 3 2V 2.45 LI D HFEIR)
BIERICHERATS TLS ON—JaVEBIRLET,

Certificate Setting
Server Certification
Self-Signed Certificate( B 2 & & FEBI E). CA-Signed Certificate (CA EZFEBHE) DF 5,
SSL/TLS BIE TR TSRS EERLET .

Self-Signed Certificate

[Create |INAY
7-2-2 BEEAASEREE] (56 N—Y)ERRLET,

lUpdate |1h3

[7-2-3 B4 GEAE EHHEmIS—! SRITBRIMERN, 1 (57 R—I) &RRLET,
[Export JINAY

DIATI MY —N—1EREA VAT BT DIEAEEI D AR—FLET,
REEHOGREIBAVANINTETT,
IDelete |IRAY
e SN cB 2 ERERAEEHIRLET
CA-Signed Certificate
CA-Signed Certificate File
1K= B RMEBLIEAETIPMIVERRLET,
Private Key File
1VUR— M BMEBR TP ERIRLET,

lNmport ]R3
BIRSNEIEIAZEMEZERETIVA—(C1UR—FUET,
[Delete JINRY

AVR— SN EERAE LR R EHIBRLET .
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|

7-2-2. HCERAESEREE

SSUTLS : Print Maink
Issuer

Key Type RSA ~

Common Name * 192.168.234.2 64 lefters[max.]
Organization Unit 64 letters[max.]
Organization® CITIZEN SYSTEMS JAPAN 64 letters[max ]
Locate 128 lettersimax )
State 128 lettersmax.]
Country * JP 2 letters

Validity (Not Before) 2024/07/11 YYYY/MM/DD
Validity (Not After) 2025/07/11 YYYY/MM/DD
Internal Certification Authority

Validity (Not Before) * 2024/07/11 YYYYIMM/DD
Validity (Not After) 2049/12/31 YYYY/MM/DD

mandatory field

[ ceste i Cancel |
Create Self-Signed Certificate

(Certificate Settings T CA-Signed Certificate Z:BALHSHE@IZIBLTT, )

« Issuer
H—N—ZEE T (FEE) (CEATIFROAAETT,
+ Key Type

SERAEEER T ARCEATIER VITUALEERLET,
- Common Name (FEifE: ERAFODIP 7KL2A)
TUU M —=)1—D 1P 7 LAY FQDN (2 {E4i RAM V&) EAALET,
+ Organization Unit
EEMRBONESR EANLET,
* Organization (¥)#A{: CITIZEN SYSTEMS JAPAN)
EEMRBS EANLET,
* Locate
EEMBOMAE (MXETH) EAALET,
+ State
EEMRBORAEN (FHEFR) EANLET,
* Country (#HAfE: JP)
EERBOmE (E) EAALES, PILI7AYE 2 XFOELI-FTAALTLEZSLY,
* Validity (Not Before) (#H#ifE: A7 H)
SEAEAMYMORIEE EANLET.
* Validity (Not After) (¥]EAfE: ANBOD 1 Fi&)
SEAEAMYMOR TR EAALET,
* Internal Certification Authority
FEBAEEHICET 3 EHMOA NWTT
* Validity (Not Before) (#JHifE: A7 H)
SEAZEOEHETVVEVARORMIEE EAALET, SEAZHE R LNETI0 B FEHEEL TS,
* Validity (Not After) (#1£AfE: 2049/12/31)
SEAZEOEHETVEVAROKRT B EAALET, SEAZEEM R INER OB FEHEEL TS,
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7-2-3. ERIBAE R HE MR

General Senvice SSLTLS User Accoun it Maint enance
Issuer
Common Name * [192.168.1.100

Organization Unit |

\

\
Organization™ |CITIZEN SYSTEMS JAPAN ‘
Locate | ‘
State [ |
Country * |JP ‘ 2 characters
Validity (Not Before) * |2021f054‘01 ‘ YYYY/MWDD
Validity (Not After) = [2022/05/01 | YYYYMMDD
Internal Certification Authority
Validity (Not Before) * 2020/04/01 YYYYMWDD
Validity (Not After) = 204912131 YYYY/MWDD

* mandatory field

Update Self-Signed Certificate
(Certificate Settings T CA-Signed Certificate Z:BALHSHE@IZIBRLTT, )
* Issuer
Y-N-EEE T3 (FEE) CHATIFEROANRTT,
+ Gommon Name
TUUM—=)1—D 1P 7 LAY FQDN (2 {&4i RAM V&) EAALET,
+ Organization Unit
EEMRBONESR EANLET,
+ Organization
EEMRBS EANLET,
* Locate
EEMBOMAE (MXETH) EAALET,
+ State
EEMRBORAN (FHEFR) EANLET,
« Country
EERBOmE (E) EAALET, PILI7RYE 2 XFOERI- FTAALTIZS,
* Validity (Not Before) (#IHifE: AHH)
SEAEAMYMORIEE EANLET . GEAEEHNATRRGHAR RO B A ERE L TESLY,
* Validity (Not After) (¥]EAfE: ANBOD 1 Fi&)
SEAEAMHMORT B EANLET . GEAEEHN ARG HAR RO B A ERE L TESLY,
+ Internal Certification Authority
EBAEEHICET 3 1EHERTLET,
+ Validity (Not Before)
SEAEEHNATRECHAE OB E ERRLET,
+ Validity (Not After)
SERAZEEHN AT ARG IO T B ERTULET,
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7-3. BCELNBRELXFEHA L= SSLTLS BIEZE®IZIT 5 FIE
7-3-1. BECERIIAZEDERET Y RKR—
1) 7599 hoiR—ED IP 7 KLAILZHDEALTTF &L, 2) "CONFIG A& #IRLET,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

Welcome

» Click STATUS to show LAN board status.

» Click CONFIG to change the setting of LAN board.

3) User Name. Password A LT, REE®EICADET,
(#FHAME : admin / admin, Ver2.57 LAREIE/SAD— FEEEICRETILELNHDFET, )

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

User Name: [ |

Password: | |
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|

4) EE IP ZBRELC. [Submit IRAV Z#INLET

LAN board

CITIZEN SYSTEMS

HOME | STATUS | CONFIG

... General Service SSLTLS

User Account Maintenance

LAN board name |I‘~.Iet Printer | 15 letters[max. ]
TCP/IP
) Obtain an IP Address Automatically
(®) Use the following IP Addre

IP Address | 192.168.1.30 | |etters[max.]

Subnet Mask |255.255.255.0 | ersimax ]

Default Gateway [192.168.1.1 |

UPnP

®) Enable ) Disable
Print Settings
Raw Port Number |91l][] |
Timeout for print data [180 | 0-65535Seconds]

Action at Timeout

®) Close all connections C Move to next connection

5) TSSL/TLSIAT7%EZEIRLT, SSL/TLS BHEEEICFEO>TTE,
6) [Create | R3VELT, BCHBAEFEHRAAE@ICASTTILY,

LAN board

CITIZEN SYSTEMS
HOME | STATUS | CONFIG

General
SSL/TLS Setting

Wireless LAN Service

equest Print

User Account Maintenance

Service O Enable @ Disable
Protocol @Ts12 OTLs13
Certificate Setting

Server Certification | Self-Signed Certificate v |

- oiynou C 2 ificate

Nor. Siamad ST Cate

CA-Signed Certificate File | 7 7 1 )LZEIR EIRSNTWFEEA
Private Key File T7AIVEER | BEIRSNTOEEA

Note: Only unencrypted files are supported.

T

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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|

7) Common Name [C. BEIZE IP ZA JILTLIZSLY,

Validity (3. R¥DELONR— RICREFTSEAZOEDEMT. 2 BEEOLONIIAR—FEI71IUCHEESH
MEARELBNET  EARANICERTFRETT,

RO Validity 1t 2 ZF B D Validity DEARISMIRE SN TVBETIS—EBNET,

8) [Create IRV ZIMLTT SN,

LAN board CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service & Request Print User Account Maintenance
(Create Self-Signed Certificate

Issuer

Key Type
Common Name * l 192.168.1.30 ) l 64 lettersmax.]
Organization Unit l 64 letters[max.]

Organization® [CITIZEN SYSTEMS JAPAN | 64 lettersfmax.]
Locate [ l 128 letters[max.]
State [ | 128 lettersimax.]

Country * l 2 letters
Validity (Not Before) * |2024/07/11 ‘\ | vyyymmoD
Validity (Not After) * |2025/07/11 /. | vyyvmmDD
Internal Certification Authority

Validity (Not Before) * | YyyymmioD
Validity (Not After) * |2049/12/31 ‘) | vyyymmoD

* mandatory field

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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9) TOKIIRAVEHRLTT S,

LAN board

CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service [re—is W — Request Print User Account Maintenance
Create Self-Signed Certificate

Create Self-Signed Certificate success.

Change settings will be not effective unless "Save & Reboot" button in "Maintenance" tab is pressed.

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.

10) SSL/TLS Setting M Service T “Enable”. Server Certification T Self-Signed Certificate” & &R LT
AN

11) TExport IINAVEIRLE S AEBHRERAZE 7M1V ERTFELET, 771IUITSIOHADI UR—FCERLET,
12) ['Submit |IRAVEIRULTT S,

LAN board

CITIZEN SYSTEMS

HOME | STATUS | CONFIG

General Wireless LAN Service [r——s) W — Request Print User Account Maintenance
SSL/TLS Setting

Service @ Enable O Disable
\ g

Protocol OTLs13
Certificate Setting

Server Certification | Self-Signed Certificate v |
Self-Signed Certificate

Update

ICA-Signed Certificate

CA-Signed Certificate File | 7 7 1 )LZEIR EIRSNTWFEEA
Private Key File T7AIVEER | BEIRSNTOEEA

Note: Only unencrypted files are supported.

T

Copyright © 2012 CITIZEN SYSTEMS JAPAN CO.,LTD. All rights reserved.
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13) ['Save & Reboot LT T ALY,

LAN board

HOME | STATUS | CONFIG

General Service SSUTLS

Save & Reboot
e ————

Factory Default
Firmware Upgrade

User Account

... Maintenance

CITIZEN SYSTEMS

14) [Yes RV T, RF A BEBETOTT S,

LAN board

HOME |

STATUS | CONFIG

General Service SSUTLS

User Account

. Maintenance

Save & Reboot LAN board?

LAN board will be disconnected from the network for a while until it reboots successfully.

CITIZEN SYSTEMS

N
iN—FINERETHFTHFLEIZEN, BREBEIC. REEENRBRSINFET,
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7-3-2. 759 THOEHCESR

SEBAZE D A > R— k D1FI(Chrome)

Chrome D{XRFEEME — J71 1\ V—ttFa1UT1 - tFa1U71 — FIBAZENEE | 5:&IRULET,

D hitps//192.168.1.30 x 0 pBE x +
C ® Chrome | chrome://settings
BRI vOE—HIC ThSYFO8BE] VOTAMERBTS
2 a1-4-
g =nan BRHLVBEREREFUTV AN EDINONEZY 1 MNIKEITS
@ FUr> R-TETUO-RUT. MEEBRETERTA3&
Cookie % & ik ST NEDR—SETIEALR
Q
=1]
|
© tFaUF < F-0WE
PFaUF« F-BULYMLUTPINZERLET
HERE -
= 9 Y+ hoRE
it >—&uFalls DrTHA MNCERERITREY. BRUTSEVILFOVEERLUET
<
® =5 BEAET—-508E
sz BASUASS. Cookie. FrySaRERMBRUET
& 4S9o0-F
& o3 Lt
;7 2 - —Wansass sz
BAE
A  ZAFA
QD Uty hEIU—STYT ASNETYD

=]

X

B&3(N): <FAT>

EA  EOA FEARERS

AAS

ErEENT)

MEFESNZI— FEEBABBE 13T & IRVRBEE T, TR — MIRAVEHLET

PEE_EFELEOT EEINGLETT

BTR BTE EHEE  JLVFUE
[ZJAAA Certificate Se.. AAA Certificate Servi..  2029/01/01 Sectigo (AAA)
@AddTrust External ... AddTrust External C... 2020/05/30 Sectigo (AddTru...
] AffirmTrust Comm... AffirmTrust Commer..  2030/12/31  AffirmTrust Co...
[ Baltimore CyberTr..  Baltimore CyberTrust.. 2025/05/13 DigiCert Baltim...
SlCertum A Certum CA 2027/06/11  Certum

S Certum Trusted Me... Certum Trusted Met..  2029/12/31 Certum Trusted ...
@Class 3 Public Pri...  Class 3 Public Primar..  2028/08/02 WeriSign Class 3 ...
[5]COMODO RSA Cer.. COMODO RSA Certif..  2038/01/19  Sectigo (formerl...
[ Copyright (c) 1997... Copyright () 1997...  1999/12/31 Microsoft Times...

o N Ty S | i Ry S , 7Y A A IAT el ok b

IO A= R E)w ElIE(R)

L= {0I=):5]
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|

TR IEERLET

i HESOA U+ 217 -F

SO K-+ D4 -FORE

2094~ FTi3. RS, ARSEEIAN BLUTRERAYANET(ATHSABEANTICIE-
Lz7.

AEARBCETRITENAASA. 1-7- IDEEEL. T-FERELLY. ZLBEFUFTRE
Shtxyh)-7ERERETINOERESATIEY. AARSANTR. AASNSRESNIVAT
LED#EETT.

BITTICR (RN BIUYILTUEE L.

AN vt

7-3-1 TIHAR— LB CERIEAZEI7MIIVEREL. TRAIEHLET,
pd

€« b SO UR-F oK

AYH-+FEREAFITIN

A U-bg TP NEEEL TG,

IrA &Ry
CHCITIZEN¥Citizen Certificate.crt E8BI(R)...

EECEOBAEEIL 1 20T GEROARASERETEET:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 EF8AS5 (.P7B)

Microsoft YUTNALENIELFASALT (.SST)

Footl
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. _______________________________________________________________________|
FRAIERIRLET

& & S0 UR-korT-F

EEARALT

EASANR. ERASIRESNIVATLLOBEETT.,

Windows [ZEIFASANPESBRICERIEIN. AASOEMERETILITESRT.

QO AHSOERICZINT, eBHNEARSAMTEERTIU)
@EHEBETATRDANTIEET (D)

HRSAT:

EEsn- MR

ZE[R)..

RN vt
MSET 1ERRLET

€« &8 RSO Uk 21—k

FERAZE DM Vik-F 21 -FORET

[RT1EPUDT 3L, ASH - FahET.

ROBEFEEINELE

I-F-HEFRUEAS AT RE R el
AT HIikE =g
I & C¥CITIZEN¥CitizenCertificate.crt

Fovtll
EFIVTAEENH IR ERLT,

EAZEDA VARV ER T SEBET . CNICED, TIVA-DBEEE
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REEBAENERESNTIL— MRS ICE SR SNET,

AERS X

BEI(N): <FNT> ~
BA  Eh0A TREERERE EEE-MERRE S@Ernc®an SEINAVETT

EHE8EE  JLUFE 2
2029/01/01  Sectigo (AAA)

2020/05/30 Sectigo (AddTru...

2030/12/31  AffirmTrust Co...

2025/05/13  DigiCert Baltim...

2027/06/11  Certum

2029/12/3
2049112/ <fl>

HITR BiTE

LI AAA Certificate Se...  AAA Certificate Servi..,
[l AddTrust External ...  AddTrust External C...
[ AffirmTrust Comm...  AffirmTrust Commer...
[ Baltimore CyberTr..  Baltimore CyberTrust..,
[l Certum CA Certum CA

<—maﬂ Me... Certum Trusted Met...

55 CITIZEN IF1-WFx6... CITIZEN IF1-WFx6 19...

Fer o Perbhe-lll Llass 3 Public Prima /08 =il
[5]COMODQ RSA Cer... COMODO RSA Certif..  2038/01/19  Sectigo (formerl... v
L) [, iy P O R ¥ 3 L ey Sy o S W e T e a e W e e | L. IS e g
A = R(0)... I3~ ME)... BIE(R) FEEEMN)
RS MER
<FNT>

=m(V)

CNT. 2D Chrome ET)VA—DREITld ., ZEEUIC https (Z£P SSL/TLS BIENEIREICHDET .
OIS TERERMDREILFIBERDET,

x

AR—FhLIDAR—- LB EERAAELEIG A EENHBVLICTICRIIOFIEDLICTIVY
CEISGRERAE R/ UR— M RRENBDETH, I-F—hERRN-REBRIICABLZBECERAHETHNE.
NHERAESLRAZRCECERAETMERECYNCARR-FICEBRIHET, I5OYCLCEIAEZ
AUR—PUBCKTEEENHBOELIICEIFET  FHMICOVTE, BEVEHECESL,
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|

7-4.  SSL/TLS. FIBAZERZRDLHk
7-4-1. SSL/TLS B@{EEH

TCP/IP N—Y3Y TCP/IP v4
SSL/TLS N—Y3v TLS1.2(SSL3.3), TLS1.3%
77 —vay FOrail HTTPS (Y—/\—325)
TCP &{E K— &S 443
Xt ISR E BCE4LHE

CA EZIIHE
ESAE7ITUZ L IAES 128/256
INSVEVS = Uy IN SHA2-256/386%, SHAT
B A RSA. DHE. ECDHE
E4 7TV L RSA. ECDSA*

X J7—L9I7 =3y V 2.45 LIEDH 3t

BiR—brF3EE A1
TLS1.3 ®FIATREE (T7—LII7)N\—Jay V 2.45 LIEDOH XTIE)

EBEIELL BB A1—F

1 TLS_AES_256_GCM_SHA384

2 TLS_CHACHA20_POLY1305_SHA256

3 TLS_AES_128 GCM_SHA256

N ECDHE

g
DHE
ECDSA
EZZ

RSASSA-PKCS1-v1 5
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TLS12 #F| 9355
BEIES |BEESAS—

1 TLS_DHE_RSA_WITH_AES_128 CBC_SHA

2 TLS_DHE_RSA WITH_AES_128 CBC_SHA256

3 TLS_DHE_RSA WITH_AES_128_GCM_SHA256

4 TLS_DHE_RSA WITH_AES_256_CBC_SHA

5 TLS_DHE_RSA WITH_AES_256_CBC_SHA256

6 TLS_DHE_RSA WITH_AES _256_GCM_SHA384*

7 TLS_DHE_RSA WITH_CHACHA20_POLY1305_SHA256
8 TLS_ECDHE_RSA_WITH_AES_128_ CBC_SHA

9 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

10 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

11 TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA

12 TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384*

13 TLS_ECDHE_RSA WITH_AES 256 GCM_SHA384*

14 TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

15 TLS_RSA WITH_AES_128 CBC_SHA

16 TLS_RSA WITH_AES_128 CBC_SHA256

17 TLS_RSA WITH_AES_128 GCM_SHA256

18 TLS_RSA WITH_AES_256_CBC_SHA

19 TLS_RSA_ WITH_AES_256_CBC_SHA256

20 TLS_RSA WITH_AES 256 GCM_SHA384*

21 TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA*

22 TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA256*

23 TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256*

24 TLS_ECDHE_ECDSA WITH_AES 256 _CBC_SHA*

25 TLS_ECDHE_ECDSA WITH_AES 256 CBC_SHA384*

26 TLS_ECDHE_ECDSA WITH_AES 256 GCM_SHA384

27 TLS ECDHE_ECDSA WITH_CHACHA20 POLY1305 SHA256
¥ T7—LII7N—=U3Y V 2.45 LIEDH ¥
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|
7-4-2. BCEAAEEEDLH

Web YR—IvEIEICHEBEBREAN BETIECLN. KRR—FETERIIPEERIT. BF. IVAR—F
FTRENTEET, TIGHARFICIESIBAEFERAHDEE A,

HEERHAEANIER
Field | FHEE EFARTRER X FERE S A XFH
Key Type RSA RSA. ECDSA* M35\ F' N h -
FAEBXF. FHAR-A,
JEYx—L (CN) ERIP7EVA T =7 NI2.77 Rk 64 XF
(IP 7 FLALSAD A 18]
EEHBONEL (ZH) 64 XF
Issuer Subject (OU) FARBXF. FAAR-A,
iE =i (0) CITIZEN SYSTEMS  [," VR, "+" T3A, 64 SLF
JAPAN A% PN ] R
EEHEBOME: (ZEB) “/7 AZvva. " PUH-2T7. (128 XF
i X ETAH(L) (" ol )" BLAC
EEHEBOME: (ZEB) 128 XF
&R FFIR(S)
18 = 4R # o AT 7E b P FARXF 2 XF
E(C)
Validity 2049/12/31 F1z[F . YEYYYY/MM/DD
(Not After) R EEFD 1 F (2020/01/01 ~ 2049/12/31)
Validity 2020/01/01 FFVERLIYYYY/MM/DD
(Not Before) B (2020/01/01 ™ 2049/12/31)

¥ 77— LOI7N—=Y3v V 2.45 LIEOH KR
FEBAEDER CERE NS ENMMDEB E TEEDRDLICANSNTNET , IV —(CLIERELETEFEN,
BEELRAE EEIFR
Field 1HE & E B
Certificate Subject Alt Name DNS Name 1t %*—L(CN)
IP Address QEVA—L(CN) JEVR—LHIP PRLADIGE

Certificate Key Usage Non-repudiation, Digital Signature, Key Encipherment (a0)

Extended Key Usage ITLS Web Server Authentication (1.3.6.1.5.5.7.3.1)
TLS Web Client Authentication (1.3.6.1.5.5.7.3.2)

Subject Type End Entity

Certificate Basic Constraint Path Length None

Constraint
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NERREERNDE R (FEEBRET7M LD ITHAR— b

E4 7TV L RSA ECDSA*

na bl R ) Base64

Hh5EF .crt

N—3y \&]

VNEEE RSA 2048 bit ECC 384bit
EZ7INTVXL SHA2-256 with RSA SHA2-256 with ECDSA

7-4-3. CAELIIAER[EDLHE
AViR—FrL. EHTE? CA ERIBHAEDEHRIT. TERDERNTT,
SEBAEE MR BARTP(CH- TR IR R LI L TL UIR— FMEIT TLRESLY,

Fe BT IVIVMEBOIEY R —LCNDB T A NSN TS EZHEELTTSL,

X J7—LI7 =3y V 2.45 LIBEDH 3t

CA ERIHE pem f23X / der X
T s 52 key 2

(SAD— RREE FERTE)
EEAL 7TV L IAES 128/256
NyaTIVTVZ L SHA2-256/384%, SHAT
EALT7ITIZL RSA. ECDSA*

¥ I7—LII7N—=U3v V 245 LIEDOH TR

7-4-4. REINF-IAZEOIHBEAREET - 727—L7 77 v TT— FEDHRKL
CONFIG>Maintenance #7® Factory Default DMIBRITONLZECIE, BEEEEHAMBEICHKEL ., BES
NSEBAZEFHEIBRLET, Firmware Upgrade QUMENRITHNTERICIE, BREEEBEFINLIIAZIRES
nFxy,
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8. U TR MEIRItERE /

8-1. #i&
UDI A MENRIBHE . Web H—)\—DDTUVA—ADENRIEER Y DB EICHIHEETT,

RENGFIEIUATORITT,
AiR—FRlE Web H—N—=ICx UEHBICHIRI T -3 B R&EENET, — 7. ¥ —)\—& BEROPFLELARR—FIC

MU EZTIRENDD, U—N—([CERT-INFET IEREICEICHR T3S HET .
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TUU5—h XML #REE S IR— FULEEETILTHBCE
77— LO171N—Yavht 2.30 LLED IFx-WFxX HiE#tSN TS CE
TVIR—=DT7— LI 7h IFx-WFxX EDIERRES R— FLEEL D THB L
NoDEENTELZENDE Web YRr—Uv E ., STATUS EIEIC Request Print 47, CONFIG EEIC Request

Print 37h%, ®RENFET,

71



8 U 7 = x NEIRIEAE
[

8-2. CONFIG>>Request Print # 7

General Wireless LAN Service SSLITLS ' User Account Maintenanc:
Request Print O Enable @ Disable
URL |hrtp:ﬂexample‘comllest‘php ‘ 2048 letters[max.]
Via Proxy Server O Enable ® Disable
Proxy Address |192.168.100.190 15 letters[max.]

\

Proxy Port |8os0 | 185535
Interval |10 | 1-600[Seconds]
D |00-11-E5-0A-4A-12 | B4lettersjmax]
DNS

DNS1 |s.8.8.8 | 15 ettersmax.)

DNS2 |8.8.4.4 | 15 etters[max]
Basic Authorization O Enable @® Disable
User |admin ‘

Password | [ ‘
Number of allowed failure before warning |0 ‘ 0-100(Set 0 to disable this function.)
Beep for warning O Enable @ Disable

T

Request Print Settings
Request Print (#]HA{& : Disable)
UDIAMENRIREE R RCT N ERELET
URL
DOIAREDY—N—URL ZANLET,
Via Proxy Server (#]HA{E : Disable)
TOF VR EZAMICTEINZRELET,
Proxy Address
TOFIY—N-0 1P PRLAEANLET,
Proxy Port
¥ IY—-N—-0OR—rEABLET,
Interval
F—N=ADYDI AL TIRREAALET,
ID (#)HAfE: KA VA—T1—AiK—FOD mac 7 KL A)
UDIAMRISEE T EAEHRI- FEANLET,
DNS
UDIA ST SIS DNSI. K& DNSID IP 7 RLAZA D LET
Basic Authorization Settings
AN— D BIETSHY—/\—N Basic BRI ZEKRTHIHE. R ZRBIETRIET LN TEET,
Basic Authorization (#]#{& : Disable)
UDI ALY —)\—(C Basic REALDERBEMEEIETINZHRELET
User

Basic BRI CERTS1-——REAHLET,
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Password
Basic FREE CEAT 3/ 20— FEA K LET,

Warning print for failed Requests

UDIAREDT—N—EDBENTEGHZIZE | AR— FILBEDKBEHRIPE-TETEMTEET,

Number of allowed failure before warning (F)EA{E: 0)
75— LERINEITSNZFTOEREBEHEA ALET,
0 ZAAUEIGE. 77— LERIEEEF BHHIELBDET,
Beep for warning (#)#{& : Disable)
75— LERIBEQ T - R e B RICT I ERELET,

8-3. STATUS>>Request Print 2 7

System Status Network Status Printer Status Service Status | RequestBrnt

Request Print Settings

Service Version: 10
Status: Disable
URL: hitp://example.com/test.php
Proxy
Proxy Address
Proxy Port:
Interval 10sec
ID 00-11-E5-07-4A-6A
DNS
DNS1: 8838
DNS2: 8844
Status Disahle
User: admin

[Wamning print for failed Requests

Mumber of allowed failure before warning: 0

Beep for warning: Disable

CCICIF. Request Print 37 E DEREE R DR DEIREREERBULET,

8-4. AT LAGEIRI

U7 A NHIRIBNE S 7280 ICEBE L2 o 72356 AR — ROV AT Lu Vh2fR+ 52 &
TR OMHERN TE L AREERH Y 77,

BRE T 7 =X MAIRIZ 0 7 I~ —X~=a7 /] © 5 & [V 27X IR EOEF] 74
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